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CONTACT US

Document Comments:
We value your feedback on this document.

How are we doing? The Communications & Documentation Team of the electronic Research
Administration (eRA) is dedicated to serving our community and welcomes your feedback to assist
us in improving our user guides. Please send comments about the user guide to this

address: eRA Communications@mail.nih.gov.

Troubleshooting support:

Please contact the eRA Help Desk:
Toll-free: 1-866-504-9552
Phone: 301-402-7469
TTY:301-451-5939

Web:http://grants.nih.gov/support (Preferred method of contact for external users)

Web:https://inside.era.nih.gov/eRA helpdesk.ctfim (Preferred method of contact for internal users)

Email:commons@od.nih.gov (for Commons Support)

Email:helpdesk@od.nih.gov (for IMPAC II Support)

Hours: Mon-Fri, 7:00 a.m. to 8:00 p.m. Eastern Time

DISCLAIMER STATEMENT

No data shown in illustrations represents any real account, project, or individual. Any resemblance
to actual accounts, projects, or individuals is purely coincidental.
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1 Overview

The Account Management System (AMS) facilitates user and system account administration based
on assigned user roles. The system provides the ability to search existing accounts. When a search
is performed, all records that meet the search criteria are returned on the Search Accounts screen.

Authorized users can:

o Create new user or system account(s) with an associated password.
o The Username and password must comply with Standard eRA policy guidelines.

o All temporary passwords are system generated.

o Manage an existing user or system account

Manage role(s) on the user or system account

« Affiliate an account with an Organization, Agency, or Institute/Center (IC)

Reset passwords on existing accounts (external users only)

o NOTE: All passwords are system generated.

1.1 Agency Management Staff

Agencies, IC Coordinators, and the eRA Service Desk have the ability to search, create, maintain,
and view user and system accounts for their Agency or IC. For IC Coordinators there is also the
ability to assign Initial Review Group (IRG) clusters to an account.

1.2 Commons Management Staff

Once the institutional account is created, the Signing Official (SO) at each grantee organization is
able to establish additional user accounts with various levels of access and capability. The SO or
Accounts Administrator (AA) may then create additional accounts for the administrative and
scientific staff.

SOs only can also view, create, and maintain system accounts.

1.3 iEdison Management Staff

The external iEdison management staff have the ability to search, create, maintain, and view user
and system accounts for their organization. The iEdison Agency and ERL staff have the ability to
search, create, maintain, and view user accounts only for their organization.

1.4 State Department Staff

The State Department staff have the ability to search, create, maintain, and view user accounts
only.
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2 Accessing AMS

2.1 Agency Management Staff

2.1.1 External Agency Management Staff

The Account Management System (AMS) is access via the eRA extranet.

1. To access the AMS Login screen click here.

The Commons Login screen is displayed.

bYW Commons

A program of the National Institutes of Health

HC—-

Cemmens Loegin 9

“Requred fiedd(s)

“Usarname

_'PJSSWTU

Reset

[For External Users)

EQiged Pasewordniock ALEoun?

Federated Institutions/Organizations @

_'Selecl vl Sign n ]

Federal User Login Here
eRA Service Desk

Hours: Mon-Fri, TAM-8FU EDT/EST
Web: hitpo¥grants oih

Toll-dree: 865-504-9552

Phone: 301-402-7489

Contact ntiated oulside of busnass hiwrs via Web or voce
i will be refuragd ihe nead Business day

Welcome to the Commons

i) System Notification Message
Al sysiems are currently avadlable.

Scheduled Commons Maintenance: For mainienance information, see the gRA Scheduled Maintenancs Calendar

Support Related Resources

Electronic Submission: Learn about e most iequent application errors # jiding Commen Errors
Electromic Applcation Submission: To Meadm aboul compleling and Submilng an slécrenic prant spplication
and access helphil resouwrces, s Me Appving Eleciromicylly walsas

eRA Home Page: To find Commons FAGS. Uiser Guiges. training matenals. and siep-Oy-step Instructions for
periorming tasks in Commons, visit the oRA woabsibe

Commons Related Resources

= Reference Letters: To submil 3 referance leler when requested by an ppheant, plaase follow |is bk Submit
Baderance Latter

« Demo Facility: Damo Facility allows you B0 try most of the capabiliies of e HIH R4 Commans in a samgle
EMAOAMEL

Privacy Act SLAIEFTERT

This is a L3, Govemment computer system, which may be accessed and used only for authonzed Govemment
Business by autharized personnel. Unauthorized access of use of Bis computer system may subject wolatars 10
eximinal, chil, andior adminisirative action, Use of the eRA Commons websile requires gathering personal
information as part of the K grant propoesal submission and adminisiration peecess. Grand proposals are ealed
as confidential unbl awards are made. Upon award, e Be, principal imestigator name(s), abstracts. and award
amount ary disclased publicly, Other informasian may be made available within and outsice the NIH Brough routing
uses, as de: din SORM 03-25-0028, or, subject io the provisions of he Freedom of Inforration Act 5 ULS.C. 552
Your activity while using this sfe is nef anonymeus: fo protect the sfe, NIH racks the IP address and login
information that is used for access, as well as the iIndsddual pages you visit. The IP address is usedio help verify
user D and 1o provid information Specific 10 the USErs interest anor 1o respond 1o USEr quenes. A more detailed
nolice is provided Here,

About the Commaons

« Fraguendy Asked Questions

+ Lalest Release Notes

Additional Links

+ BePORT

» Grants Qo

- J_: 2& 1]

+ Hatignal Insutl I"=;fH:'IIh
- P o ;EESRQADQ ﬁEaﬁg

- N am P m

- TN i 113

Figure 1: Commons Login Screen

1. Enter your Username and Password.
2. Click the Login button.

After successfully logging into the AMS, the system displays the Search Accounts screen.
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3 =
. U5 Department of Health & Human Services Maticnal Institutes of Health @j (Office of Extramaural Research & JimShots = @ Help L ContactUs 6 Log

) A Electronic Research Administration
A program of the Nalional Insbtufos of Health

AMS

|'.'|anage ACCounts
Search Accounts @

@ Search Criteria

HOTE! You must enter al least one search field, besides User Type and Account Stalus

User Type Account Status User ID
Cormmons o All w|

Last Mame First Mame Midgdie Name

Organization 1D Organization Mame

Email Roles &

O Back 1010

Figure 2: Search Accounts Screen for External Agency Users

For more information on performing a search, please see the Search Account topic.

2.1.2 Internal Agency Management Staff
The Account Management System (AMS) is access via the eRA Intranet.

1. Locate the Account Management System (AMS) on the Home screen under the heading
Modules, User Guides & Documentation.

2. Click the + sign below the AMS name to expand the menu.
3. Click on the Quick Launch hyperlink.

When the Quick Launch hyperlink is clicked, the NIH Login screen is displayed.
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Ings et your PIV £a0d %o your Sman card reader
before attempling to login
Uz er Name
For mare indormation vsit hilgstsmaricard nih.goy
f=r
-

arnimg Mobkce
(This is aU.S. Govemment compuler system, which may be accessed and used only for authorized Government business by authorized personnel

Linauthorized access oF use of This computier spstern may subject iclators 4o criminal, chal, andior administralive action

a1 information on this computer sys1am may be inercepted, recorded, read, copled. and disclos ed by and to authorized perscnnel for official
purpases, including criminal imestigations. Such infarmation incdudes Sensive data encrypbéd th comply with confidenBality and privacy
SQUIFEMENTS, ACCESE OF USe Of IS COMPUIET SYSIEMm by ANy PErsnn, Whelher aulhorized of unaunonzed, CONSHILLES CONE BALL Ihese lerms

[There is mo right of privacy in this system

# - Flease call the NIH IT Service Desk

GContor for
Information
Technology

Figure 3: NIH Login Screen

4. Complete the Login process.
a. Enter in your NIH User Name: (ID) and Password: OR ...

b. Use your Smart Card and enter your Personal Identification Number (PIN) number.

5. Click the Log in button.
After successfully logging into the AMS, the system displays Search Accounts screen.

@ Office of Extramural Reseaich

S. Depatment of Health & Human Services BB masonal instiutes of Healh

) A Electronic Research Administration
A program of the National nstitutes of Health

AMS
Manage Accounts  Manage IRG Clusters  Maintain Profiles

Search Accounts @

Q, Search Critena

( (] Search within my organization )

NOTE! You musi enler at least one search field, besides User Type and Account Status.
User Type Account Status UseriD
Agency ~ Al v
Last Name First Name Middle Name
Email Secondary Org Text

& Mathew= @ Help = Conlact U B Logogd

© Back to top
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Figure 4: Search Accounts Screen for Internal Agency Users

For more information on performing a search, please see the Search Account topic.

For more information on managing IRG Clusters, please see the Manage IRG Clusters topic.

2.2 Commons Management Staff

After logging into Commons, AMS is accessed from the Admin --> Accounts --> Account
Management sub-menu tab.

 Health & Human Services 2 www. hihe.gov

Wilkisme James Bond
OFR D BONDJ
) A Commons t—); nastiuticn: UNWERSITY OF CALFORNIA LOS ANGELES
A program of the Natonal institufes of Health Fokes 50

Logoul | Condact Us | Heip

Account Mana 1 Advanced Search  Change Password
e

Account Administration

The Accound Admanistration sub-menu allows users 10 perform accounts malntenance Sccording to tew privileges. Sub-menus are wsibde 1o Mose users with appropralte pradleges.

Figure 5: Commons Menu Tabs

When the Account Management tab is clicked, the system displays the Search Accounts screen
(default screen) .

i LS, Depaitmenl of Health & Humah Senices Mational inshitubes of Health r@l (5., ] & Song- @ Help L ConladiUs = Lugt-,'\

AW Electronic Research Administration
A program of the Nafional Institudes of Health

AMES

Manage Accounts  Change Password

Search Accounts @

Q Search Criteria [-]

(Z | Search within my organization )

HOTE! You must enter at least one search field, besides Lser Type and Account Status

User Type Account Status User ID
Commans | All ]

Last Name First Name Middle Mame

Email Ruoles €

' Search

& Back to top
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Figure 6: Search Accounts Screen for External Commons Users

For more information on performing a search, please see the Search Account topic.

2.3 iEdison Management Staff

AMS can be accessed via the iEdison Main Menu or the ERL Main Menu screen.

NOTE: It is best to search for an account first to verify that it exists before attempting to create a
new account. AMS can also be accessed via the Create an iEdison Account hyperlink.

External and Agency iEdison Users

iHc{iﬁ-cm.Sm-'

1 £ (RN B
b Pl i Interagency Edison

COMMONSISHORTEMMMES  (MIHVSHORTSJIM) | Jim Shorts  Office of Technology Transier Admmsirador

Main Menu | Search invenbions  Search Patents  Search Utiizabion  Search Documents  Search iEdeson Account

Main Menu (7]

iEdison Reporting

+ Creale an Invenbon Reperd
+ To repdrt @ PAVP apphcaton piease rader 5o the PP Enbry Procedur
.
Lroate @ Patent Repod
* Crealy a Uslization Report

iEdison Reports Administration

Change Your Pagword
Chianae Your Lissl Praferencss

iEdison System Administration

Figure 7: iEdison Main Menu Screen for External and Agency Users

Meodify Your iEdison Account Information

iEdison ERL Users
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" Menu _, Logout
i ¢

if.dison. gov

Walcoma: tina lisa
Grants'Contracts Management Spectalist

Edison Report-Lite Menu

Edison Reports

-
» Grantee/Contractor Mame Report

Modify Your Account Information
« Change Your Password
Account Administration

» Search for an iEdisen Account to Modify

e,
E-mail the NIH administrator IEDISOMN-4000

Figure 8: iEdison Main Menu Screen for ERL Users
1. Click the Search for an iEdison Account to Modify hyperlink on the Main Menu screen.

When the Search for an iEdison Account to Modify hyperlink is clicked, a pop-up screen
displays.

e L

oy This link will take you to the eRA Account Management System to n
WY manage accounts,

Figure 9: Accessing AMS Pop-up Screen

When the OK button is clicked, the Search Accounts screen displays.

External iEdison Users
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,-'I‘.’. LS, Depaitmenl of Health & Humah Sendoes Mational institubes of Healh @ (5. ] & Song- @ Help L ConladiUs & Logu;\

ABJ.\W Electronic Research Administration :
A program of the Nafional Institudes of Hoalth ;

ANS

NManage Accounts  Change Password
Search Accounts @

Q. Search Criteria (-

(:_ Search within my organization )

MOTE! You must enter at least one search field, besides LUiser Type and Account Status

User Type Account 5tatus User ID
Commans : All i

Last Name First Name Middle Mame

Email Roles €

‘ Search

& Back to fop

Figure 10: Search Accounts Screen for External and Agency iEdison Users

iEdison Agency and ERL Users

Accessing AMS 8 September 19, 2016




Account Management System (AMS)

US Department of Health & Human Services MNatianal Institutes of Healh @ Ofice of Extramural Research & Mathew- @ Help L. ContactUs &+ LUgD*
N
ABJ.W Electronic Research Administration o
A program of the National institutes of Health

AMS

Manage Accounts

Search Accounts @

Q Search Criteria [-]

(:' | Search within my organization )

NOTE! You rmust enler at leas! one search field, besiges Lser Type and Account Status.

User Type Account Status UseriD
Agency ~ Al ]

Last Name First Name Middle Name

Email Secondary Org Text

e -]

© Back totop

Figure 11: Search Accounts Screen for iEdison ERL Users

For more information on performing a search, please refer to the Search Account topic.

2.4 State Department Staff

1. To access AMS click here.

The system navigates to the Commons Login screen.
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W Commons
A program of the National Institutes of Health

(Commons Login @ Welcome to the Commons Beglster Srankas Osganization

“Requinad fieldis) About the Commons

i) System Notification Message
“Username + Fragquendy Asked Questions
1 AN BYS1SMS are CErrently available. o Latles! Reldase Notes

“Password 5 Commaons M For mainienance information, see the §RA Schaduled Maintenancs Calsndar Additional Links
+ BePORT
* Grants gow
+ iEdison
Reset Support Related Resources « Hationallns {Haal
o Puplic Azcass Polioy Pace
» Elgctronic Submission: Learn 350ul e most bequent application errors a jwgiding Commen Errors = Logn Repgvment Program
\(For External Users Gnily) » Electionic Appcation Submission: To am aBoul compleling and Submiting an eleronic grant application + Commons Qui I
and access NeIphul resowrces, Wi Me ADphing Elecronically welsie
[For External Users) « eRA Home Page: To find Commons EAQS, User Guides. fraining matenals, and slep-by-step instructions for

P, " y 4 parlorming tasks in Commons, visil the gRA website

Federated Institutions/Organizations @ commens Related Rescurces

= Reference Letiars: To submil a reference leber whien reguestad by an apphcant, please follow his knk Subomit
[setect | | Signin Retarance Lotter

» Demo Facility: Darmg Facility allows you 1 try mos! of the capabilities of fe HIH #RA Commons in 4 $amgle
EmvaBnment

Federal User Login Here
Privacy Act Statement

Thes I5 a LS. Government computer system, which may be accessed and used anly for authonzed Govemment
busingss by autharized personnel. Unauthorized access or use of this computer system may subjectviclators o

eRA Service Desk

Hours: Mon-Fri, TAM-8FM EDTEST criminal, chl, andior admiinisirative action, Use of the #RA Commons websile requires gaihering personal
imfoemation 3 part of the NI grand propozal submission and sdminisiration process. Gran propozals are Weated

Wt hitpoigrants oih. Sovds wopoa as confidential undl awards are made. Upon award, Se We, principal investigater name(s). abstracts. and sward
ameurt are disclosed publicly, Other informasion may be made availabie within and outside the NiH Bvrough rouling

Toll-dnee: B65-504-0552 uses, as described in SORN 09-25-0018, or, subjeci 1o the provisions of he Freedom of information Act 5 ULS.C. 552
WYoiir activity whille using this sfe is not anonymous: 10 profact the si8e, NIH racks the IP sddress anid login

Phomi: 301-402-T469 information that is used for access, as well as the indhidual pages you visit The IP address |5 used o help verify
wser i and 1o provide informaion specific 1o the user's inferest andior ta respond lo user queries. A more detailed

Contact intisted outside of busness howrs via Web or voice nolice is provided Here,

mal will be refurned the next business day.

Figure 12: Login Screen for State Department Users

2. Enter your User Name and Password.
3. Click the Login button.

Upon successful log in the default Search Accounts screen displays.

NOTE: The only User Type is State.
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U.5. Department of Health & Human Services m National Instibuies of Health ‘ Office of Extramural Research

& JirmgShorts ~ @ Help L Confacills & Logoyl

; W
N,

) A Electronic Research Administration 3 ! b

A program of the National Institutes of Health

AMS

Manage Accounts  Change Passwond
Search Accounts @

@ Search Criteria

GS!:rch within my organization

NOTE! You must enter al keast one search field, besides User Type and Account Stalus

ser Type Account Status User iD
State | Adl |

Last Name

First Name Middle Name

Countries(s)

G Email Roles @

Figure 13: Search Accounts Screen for State Department Users

For more information on performing a search, please refer to the Search Account topic.
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3 User Roles

The following users have the ability to search accounts, create accounts, manage accounts and
grant or remove roles for user and system accounts:

3.1 Agency iEdison Management Staff

« 1Edison Agency Administrator
o IDO Administrator

o NIH Accounts Administrator
o PO Administrator

e GMS/CMS Administrator

3.2 Agency Management Staff

o Agency Staff
o eRA Service Desk Administrators
« Institute/Center (IC) Coordinators

3.3 Commons Management Staff

o Accounts Administrator (AA)
o Administrative Official (AO)
« Business Official (BO)

« Signing Official (SO)

3.4 iEdison Management Staff

o Extramural Technology Transfer Office Administrator (Extramural TTO Admin)

3.5 State Department

o FACTS State Department Clearance Manager (FACTS SDC MGR role)

AMS user accounts can have the following statuses:

e Active — A valid account in good standing.

e Deactivated — Account has been disabled by an administrator

o Locked due to inactivity — Locked by the system due to inactivity (no user activity for 120
days).

o Pending Affiliation —

e Profile Only — An individual account that has not been linked to an organization.
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4 Search Account

4.1 User Accounts

The Search Accounts screen provides the ability to search for existing user and system account(s)
within or outside of your organization or institution.

There are various account statuses:

o Active - A working user account with a role for the appropriate system exists with a user
profile.

e Pending - An Agency or Commons account whose owner has not validated the account
request (or Data Quality needs to approve the account request).

o Pending Affiliation - An active account not associated with an institution, organization, or a

country

o Profile Only - The user profile is not associated with a Commons account
e Deactivated - An account that has been deactivated due to inactivity.

To search for an account, please refer to one of the following topics:

o Search for Agency User Accounts

¢ Search for Commons User Accounts

o Search for iEdison User Accounts

o Search for State Department User Accounts

4.2 System Accounts

Searching for system accounts can be performed by Commons, Agency, and external iEdison
users. For more information on searching for system accounts, please click the appropriate
hyperlink.

o Search for System Accounts

For information on obtaining and registering a certificate from a Certificate Provider or Authority,
please refer to one of the following sections in the Web Services Certificate (S2S) Guide:

o Section 2.4.1 for Agency users
e Section 2.4.2 for iEdison users

o Section 2.4.3 for Commons users
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4.3 Search for User Accounts
4.3.1 Search for Agency or iEdison Agency/ERL User Accounts

The Search Accounts screen provides the ability to search for existing user and system account(s).

S | QYR Granis Management Pay Plan IMS Terms Management eRASeach ARA ACR CMTMGMT REV FCOI

Manage Accounts  Maintain Profiles  AMS User Reports

Search Accounts -

| @ search Criteria

NOTE! You must enter al least one search field, besides User Type and Account Stafus.

User Type Certificate Ovmer Certificate Serial Number
System v
Last Name First Name Middle Name

Organization(s)

Email Roles @

W Clear

@Back o fop]

Figure 14: Search Accounts Screen for Agency Users

NOTE: You must enter something at least one search field besides User Type and Account
Status.
You can us\e the percent sign (%) as a Wild card character to search for a string of characters.

1. Enter some search criteria in at least one of the other search fields.
2. Click Search to execute the search or click Clear to clear the search criteria.

See Agency and iEdison Agency/ERL User Account Search Results for information on search
results.

NOTE: If you have privileges to work with system accounts and you select User Type System,
then the Search within my organization check box is automatically checked. For more
information refer to the Search for System Accounts topic.

4.3.1.1 Search Options

Search by Role

To search by role, select a role from the Roles drop-down menu (to select multiple roles, hold the
<Ctrl> key as you click the roles).

NOTE: When you search by roles, you can only search within your organization. You can select
multiple roles, but the default search is for all roles appropriate to your user role.
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Search by Status

You can search by status to locate accounts that have been deactivated (by an administrator or due
to inactivity). To do so, select the appropriate status from the Account Status drop-down menu:

N

Account Status

Active

Deactivated

Locked due to Inactivity
Pending Affiliation
Profile Only

Figure 15: Account Status drop-down menu

NOTE: The full list of account statuses is only visible to users with certain user roles. Depending
on your user role, you may see a different version of this menu.

The status Deactivated indicates that the account has been disabled by an administrator, while the
status Locked due to inactivity is applied to accounts that have had no activity for 120 days. Make
your selection and click Search to proceed.

For information on reactivating an account, see Reactivate or Unlock Account.

4.3.1.2 Agency and iEdison Agency/ERL User Account Search Results

When the Search button is clicked, the system displays appropriate accounts in the Search
Results located below the Search Criteria section on the Search Accounts screen. The search
results are sorted alphabetically first by last name, first name in the Name field and then by
Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:

e User ID

o Name - last name, first name

o eRA User ID - IMPAC Il user ID
o Email

e Account Status
o Active - The View button displays and the Manage button displays for the appropriate
record per the logged in user's IC in the Action column.
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o Pending Affiliation - The View button displays and the Manage button displays for
the appropriate record per the logged in user's IC in the Action column.
o Profile Only - The Create button displays in the Action column.
o Organization
o Secondary Org Text
« Action - Option buttons are Manage, View, and Create.

AMS | ICAGmIn

Manage Accounts. Mainiain Profiles

Search Accounts @

& Search Criteria

Search Results

Showing 1- 10 of total 13
Filter Reaulta:
Show 10 [w] perpage 2 3 4 5 14 =

r/—\ Account ,/"-__\
User ID % | Mame “ | eRA UseriD % Email £ Status “  Organization % Secondary Org Text % | Action
SMITHAMEY Smith, Alsey SMITH AJAKEY nikky bamgbade@nih.gov  Active BC - Division of Basic Sciences - Nci View
Smith, Afas SMITH A ERADEV @Ml A gov Active TI - Center for Substance Abuse [view)
Treatmemt
Smith Arvhow | SMITH ANY ERADev@mail nin gov Pending 0D - Ofice of the Diector, National OMIOALM/OAMPDFAS | [Manage |
Aliation Institutes of Health V11
Smith, Anofher SMITH AN il Pending SM - Center for Mental Health Senices Manags
Afiliation
Smith, Again _ EMITH AGAM eRADeV@Mail.ningay Pending CA - National Cancer Instilute DCCPS Manage
Afiliation
Smith, A Profie Orily Create
Smith, Actz Profile Oniy Craate
Smith, Actd Profie Only Croate
Smith A Profiie Only Create
Creale

\ Smith, Astors / Profile Oniy

Creale New Acoount

Figure 16: Search Accounts Screen Displaying Search Results

Perform one or more of the following steps :

1. To view the Search Criteria, click anywhere in the Search Criteria bar.
2. To filter the search results, enter the appropriate value in the Filter Results: text box and hit
the <Enter> key.
a. For example, to view all users with the Secondary Org Text of DCCPS, type DCCPS
in the Filter Results: text box.
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NOTE: The default number of records per page is 10.

3. To change the number of records per page, select the appropriate number in the Show per
page column.
4. To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.
b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.

5. To sort the search results, click the click the appropriate column heading name's down
arrow (ascending sort) or the up arrow (descending sort). The default sort is by Name
(Last Name, First Name).

6. To view the Person Administration screen, select the appropriate name hyperlink in the
Name column.
a. For more information, please see the Person Administration topic in the Person Search
online help.

7. To perform one of the options in the Action column, please refer to the Actions Options
topic.

8. To create a new account and profile click the Create New Account button at the bottom of
the screen.
a. Please refer to the Create Account topic.

9. To return to the top of the screen, click the Back to top hyperlink.

For information on Search Account error messages, please refer to the Error Messages topic.

4.3.2 Search for Commons User Accounts

The Search Accounts screen for Commons users provides the ability to search for existing user and
system account(s).
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gi\{. LS, Department of Health & Human Seivioes Mational institubes of Health r@l (5] & Song- @ Help L ConladiUs & Loged,
. . . I
2 J\W Electronic Research Administration i e
A program of tha National Institiies of Health Ay

ANS
Manage Accounts | Change Password

Search Accounts @

Q. Search Criteria @

[: | Search within my organization ]

MOTE! You must enter at least one search field, besides LUiser Type and Account Status

User Type Account Status User ID
Commons | A el

Last Name First Name Middle Mame

Email Roles €

& Back to fop

Figure 17: Search Accounts Screen for External Users

NOTE: You must enter at least one search field, besides the User Type and Account Status.
Wild card characters such as the percent sign (%) can be used to search for a string of characters.

1. Enter the appropriate search criteria in at least one of the other search fields.
2. Click the Search button to execute the search or click Clear to clear the search.

3. The system returns the search results. For more information see Commons User Account
Search Results.

For information on Search error messages, see Error Messages.

4.3.2.1 Search Options

Search by Role

To search by role, select a role from the Roles drop-down menu (to select multiple roles, hold the
<Ctrl> key as you click the roles).

NOTE: When you search by roles, you can only search within your organization. You can select
multiple roles, but the default search is for all roles appropriate to the logged in user's account role.
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Search by Status

You can search by status to locate accounts that have been deactivated. To do so, select the
appropriate status from the Account Status drop-down menu:

Account Status

All N v

A |
Active

Deactivated

Pending

Pending Affiliation

Profile Only

Figure 18: Account Status drop-down menu

NOTE: The full list of account statuses is only visible to users with certain user roles. Depending
on your user role, you may see a different version of this menu.

For information on reactivating a deactivated account, see Reactivate or Unlock Account.

4.3.2.2 Commons User Account Search Results

When the Search button is clicked, the system displays appropriate user accounts in the Search
Results located below the Search Criteria section on the Search Accounts screen. The search
results are sorted alphabetically first by last name, first name in the Name field and then by
Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:

o User ID
o Name - last name, first name
o Email

e Account Status -
o Active - The Manage button displays in the Action column.

o Pending - The Resend Email button displays in the Action column.
o Pending Affiliation - The Manage button displays in the Action column.
o Profile Only - The Create button displays in the Action column.
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¢ Roles & Affiliations

o Action - The Action buttons are Manage, Resend Email, and Create.

NOTE: The Resend Email button is for Commons and external iEdison users only.

AMS

Manage Accounts. Change: Passwong
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G Search Criteria
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Search Results
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Figure 19: Search Accounts Screen Displaying Search Results

Perform one or more of the following steps :

1. To view the Search Criteria, click anywhere in the Search Criteria bar.

2. To filter the search results, enter the appropriate value in the Filter Results: text box and hit
the <Enter> key.

a. For example, to view all users with the Internet Assisted Review (IAR) role, type IAR

in the Filter Results: text box.

NOTE: The default number of records per page is 10.

Search Account
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10.

. To change the number of records per page, select the appropriate number in the Show per

page column.
To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.
b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.

To sort the search results, click the click the appropriate column heading name's down
arrow (ascending sort) or the up arrow (descending sort). The default sort is by Name
(Last Name, First Name).

To view the NIH Support View screen, select the appropriate name hyperlink in the Name

column.
a. For more information, please see the NIH Support View topic.

. If displayed, click the Read More hyperlink in the Roles and Affiliations column to view a

Principal Investigator's (PI) multiple affiliations.
To perform one of the options in the Action column, please refer to the Actions Options
topic.

To create a new account and profile click the Create New Account button at the bottom of
the screen.
a. Please refer to the Create Commons and iEdison User Accounts topic.

To return to the top of the screen, click the Back to top hyperlink.

For information on Search Account error messages, please refer to the Error Messages topic.

4.3.3 Search for iEdison User Accounts

The Search Accounts screen for iEdison users (external, Agency, and iEdison Report Lite (ERL))
provides the ability to search for existing user and system account(s).

NOTE: For all iEdison users the Search within my organization check box is automatically
checked.

External iEdison User

Here is the Search Accounts screen for iEdison external users.

NOTE: For external iEdison users the User Type is Commons.

Search Account 22 September 19, 2016



Account Management System (AMS)
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) A Electronic Research Administration
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Manage Accounts
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Figure 20: Search Accounts Screen for iEdison External Users
Agency and ERL iEdison User

Here is the Search Accounts screen for iEdison Agency/ERL users.

NOTE: For Agency/ERL users the User Type is Agency.
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- LS. Department of Heallh & Human Services Mational institubes of Health !': Office of Extramural Research & JimShos~ @ Help L. ContadUs B Logogd
- L)

.___

Electronic Research Administration
A program of the National instifuies of Health

AMS

Manage ACCOuns

Search Accounts @

@ Search Criteria

G Search within my Oraan-:ahoa

NOTE! You must enter at least one search field, besides User Type and Account Status

User Type Account Status User D
Agency | Al bl |

Last Name First Name Middle Hame

Email Secondary Org Text

Figure 21: Search Accounts Screen for iEdison Agency/ERL Users

NOTE: You must enter at least one search field, besides the User Type and Account Status.
Wild card characters such as the percent sign (%) can be used to search for a string of characters.

1. Enter the appropriate search criteria in at least one of the other search fields.

2. If appropriate, select the appropriate Role.
a. To select multiple roles, hold the <Ctrl> key and highlight the appropriate roles.

NOTE: When you search by roles, you can only search within your organization. You can select
multiple roles, but the default search is for all roles appropriate to the logged in user's account role.

3. Perform one of the following options:
a. Click the Search button to execute the search.
i. Please refer to the Search Results for iEdison User Accounts topic or Agency
and iEdison Agency/ERL User Account Search Results

b. Click the Clear button to clear the search criteria.

If an external iEdison user has appropriate privileges to work with system accounts and the User
Type selected is System , then the Search within my organization check box is automatically
checked. For more information please refer to the Search for System Accounts topic.

For information on Search Account error messages, please refer to the Error Messages topic.
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4.3.3.1 External iEdison User Account Search Results

When the Search button is clicked, the system displays appropriate user accounts in the Search
Results located below the Search Criteria section on the Search Accounts screen. The search
results are sorted alphabetically first by last name, first name in the Name field and then by
Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:

User ID
Name - last name, first name
Email

Account Status -
o Active - The Manage button displays in the Action column.

o Pending - The Resend Email button displays in the Action column.
o Pending Affiliation - The Manage button displays in the Action column.
o Profile Only - The Create button displays in the Action column.

Roles & Affiliations

Action - The Action button is Manage.
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AMS

Manage Accounts

@ Search Criteria

Search Results

Search Accounts @

Eﬁr Reaulta:

]

User ID

BEACHSANDY

BEACHSUN

BROWMNMICK

EDISON_EDI

HCOPEBOB

JACKNIMELE

LAUDER_ESTEY

LIGHTBUD

WHIPLASHSNIDELY

WHALEIONA

L]

Name

Beach, Sandy
Beach, Su

Browm, Michoy

Eor Sending Officer Emails, Test Account

Hope, Bab

Jack, Mimble

Lauder, E

Light, Bug

Whiplash, S

Whale, Jona

Email

eRATest@mail nih gov

eRATesg@mainih.gav

eRATest@mai nih.gov

eRATest@mail.ningoy

eRATest@mail.ningov

eRATeEs @Ml ningoy

eRATestE@Mal NN gov

eRATeEs B mailnik gov

eRATesi@mail.nih gov

eRATest@mail nihgov

* Account Status

Active

Active

Active

ALtive

Active

Active

Active

Active

Showing 1 - 10 of total 1

(S_nc:'.'. 10 [»] perpage % - 2 )

“  Roles & Affiliations

EXTRAMURAL _TTO_USER
Dan's Institution

EXTRAMURAL_TTO_ADMIN
- Dan's Institution

EXTRAMURAL _TTO_ADMIN
Dan's Institution

EXTRAMURAL_TTO_ADMIN
- Dan's Institution

EXTRAMURAL_TTO_ADMIN
= Dan's Institution

EXTRAMURAL_TTO_ADMIN
- Dan's Institution

EXTRAMURAL _TTO_ADMIN
= Dan's Institution

EXTRAMURAL_TTC_USER
- Dan's Institution

EXTRAMURAL TTO LUSER
- Dan's Institution

EXTRAMURAL_TTO_USER
- Dan's Institution

Action

[ Manage |
I Manage |
| Manage ]
| Manage ]
L Manage J
| Manage ]

Manage

Q Back 10 1o

Figure 22: Search Accounts Screen Displaying External iEdison Search Results

Perform one or more of the following steps :

1. To view the Search Criteria, click anywhere in the Search Criteria bar.

2. To filter the search results, enter the appropriate value in the Filter: text box and hit the
<Enter> key.

a. For example, to view all users with the Extramural TTO User role, type 770 user in

the Filter: text box.

NOTE: The default number of records per page is 10.

3. To change the number of records per page, select the appropriate number in the Show per
page column.

Search Account

26

September 19, 2016




Account Management System (AMS)

4.

10.

To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.
b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.

To sort the search results, click the click the appropriate column heading name's down
arrow (ascending sort) or the up arrow (descending sort). The default sort is by Name
(Last Name, First Name).
To view the NIH Support View screen, select the appropriate name hyperlink in the Name
column.

a. For more information, please see the NIH Support View topic.

If displayed, click the Read More hyperlink in the Roles and Affiliations column to view a
users' multiple affiliations.

. To perform one of the options in the Action column, please refer to the Actions Options

topic.
To create a new account and profile click the Create New Account button at the bottom of
the screen. Please refer to the Create Commons or external iEdison User Accounts topic.

To return to the top of the screen, click the Back to top hyperlink.

For information on Search Account error messages, please refer to the Error Messages topic

4.3.4 Search for State Department User Accounts

The Search Accounts screen for State Department users provides the ability to search for existing
user accounts.

NOTE: For State Department users the Search within my organization check box is
automatically checked and the only User Type is State.
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7
. U3 Depariment of Health & Human Services D National Insties of Health @ Office of Extramural Research & Jimghorts ~ @ Holp L ContactUs & Logoy,

=) A Electronic Research Administration
A program of the National Institutes of Health

AMS

Manage Accounts  Change Password
Search Accounts @

@ Search Criteria

CSt:mh within my organization J

NOTE! You must enter al least one search Nield, besides User Type and Account Stalus

ser Type Account Status User iD
Slate W Al L

Last Name First Name Middle Name

Countries(s)

Q Email Roles @

Figure 23: Search Accounts Screen for State Department Users

NOTE: You must enter at least one search field, besides the User Type and Account Status.
Wild card characters such as the percent sign (%) can be used to search for a string of characters.

1. Enter the appropriate search criteria in at least one of the other search fields.
2. Perform one of the following options:
a. Click the Search button to execute the search.
i. Please refer to the State Department User Account Search Results topic.

b. Click the Clear button to clear the search criteria.

For information on Search Account error messages, please refer to the Error Messages topic.

4.3.4.1 State Department User Account Search Results

When the Search button is clicked, the system displays appropriate user accounts in the Search
Results located below the Search Criteria section on the Search Accounts screen. The search
results are sorted alphabetically first by last name, first name in the Name field and then by
Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:
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o User ID
o Name - last name, first name
o Email

e Account Status -
o Active - The Manage button displays in the Action column.

o Pending Affiliation - The Manage button displays in the Action column.
o Roles & Affiliations - FACTS SDC MGR ROLE only

o Action - The Action buttons are Create and Manage.

AMS
Manage Accounts
Search Accounts @
@ Search Critena
Search Results
Showing 1 - 10 of total 13
Filter Reaulta: j Guw 10 [w] per page L - 2 j
User ID ¥ Name ~  Email %+ Account Status “  Roles & Affiliations = (ﬁ:ﬂﬂﬂ_‘\
SHAHNK Shah, Milesh eRATEs!@rmail nih.gov Active FACTS_SDC_MGR_ROLE [Manage]
- India
SHEAL Shea, James eRATest@mail nih gov Active FACTS_SDC_MGR_ROLE [ Manage |
Burma
SHROTSANN Sharts, AR eRATEs!@mail nih.gov Active FACTS_SDC_MGR_ROLE [Manage]
- Turkey
SHORTSBILL Shorts, Bil eRATest@mall nih gov Active FACTS_SDC_MGR_ROLE [ Manage |
Bahamas
SHORTSEARL Sharts, Earl ERATEs EImail i gov Active FACTS_SDC_MGR_ROLE [Manage]
- Jamaica
SHORTSEDITH Shorts, Edith eRATest@mall nih gov Active FACTS_SDC_MGR_ROLE [ Manage |
Mew Zealand
SHORTSED Shorts, Edward ERATeEs @mail nih ooy Active FACTS _SDC_MGR_ROLE lr.'ana-:el
- Irefand
SHORTSMM Shorts, Jim eRATest@mallnih gov Active FACTS_SDC_MGR_ROLE [ Manage |
Anuba
SHORTSMARIANNE Shorts, Marianne eRATes!@mail nih.gov Active FACTS_SDC_MGR_ROLE lr.'ana-:el
- Slovenia
SHORTSMARY Shorts, Mary eRATes!@mail.nih gov Active FACTS_SDC_MGR_ROLE [ Manage |
Costa Rica
New Account & Back to lof

Figure 24: Search Accounts Screen Displaying State Department Search Results

Perform one or more of the following steps :
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1.
2.

To view the Search Criteria, click anywhere in the Search Criteria bar.
To filter the search results, enter the appropriate value in the Filter: text box and hit the
<Enter> key.
a. For example, to view all users with the word 4nn in the Name or User ID, type ANN
in the Filter: text box.

NOTE: The default number of records per page is 10.

3.

9.

To change the number of records per page, select the appropriate number in the Show per
page column.

To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.

b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.
To sort the search results, click the click the appropriate column heading name's down

arrow (ascending sort) or the up arrow (descending sort). The default sort is by Name
(Last Name, First Name).

If displayed, click the Read More hyperlink in the Roles and Affiliations column to view a
Principal Investigator's (PI) multiple affiliations.

To perform one of the options in the Action column, please refer to the Actions Options
topic.

To create a new account and profile click the Create New Account button at the bottom of
the screen.
a. Please refer to the Create State Department User Accounts topic for more information.

To return to the top of the screen, click the Back to top hyperlink.

For information on Search Account error messages, please refer to the Error Messages topic

4.3.5 Funding Support Screen

The Funding Support screen lists the NIH application information associated with the selected
Principal Investigator (PI). Use this information to positively identify Pls associated with your
institution.

NOTE: The Funding Support screen is for Commons and external iEdison users only.
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AMS

Manage ACCounts

Funding Support @
Name Dusty Rusty Rhoades
Showing 1 -5 of total 5

e NIH application information associated with the selected Principal Investigator (P1)
Support Support Support Support
Name “  Institution Name % Type % Identification % Support Description % Start Date % Status =
Dusty Rusty ~ UNIVERSITY OF Trainee ST32CA093300-27 UCLA Tumar Immungiogy Training 2013-04-01 Awarded
Rhoades CALIFORNIA LOS Appointment Program
AMNGELES
R UNIVERSITY OF Traines ST32CA99999-38 UCLA Tumar Immundiogy Trainng 2014-04-01 Awarded
"
EQSE’LJSW CALIFORNIA LOS Appointment Erogram
AMNGELES
UNIVERSITY OF Trainee 2T32CA3S0009.3641  LUCLA Tumor Immunoiogy Training 2012-04-23 Awrarded
E;SW RUStY  caliFoRNIALOS Appointment Erogram
nades ANGELES
Dusty Rusty UNIVERSITY OF NOTRE Traineeg STI2GMA83990.03 Chemistry -Blochemistry-Biglogy Interface 20050701 Awarded
Rhoades DAME Appointment Training Program At Motre Dame
Dusty Rusty ~ UNIVERSITY OF NOTRE Trainee ST32GMI89999-02 Chemistry -Blochemistry -Biology Interface 2008-07-01 Awarded
Rhoades DAME Appointment Training Program At Motre Dame

Employment History
Shaowing 1 -1 of total 1

Position “ Status & StartDate $ EndDate $ Primary? $% Organization =

Postdoctoral Scholar  F 20020701 [} University Of Calfomnia Los Angelkes

Figure 25: Funding Support Screen

4.4 Search for System Accounts

The Search Accountsscreen provides the ability to search for existing user and system account(s).
The Search within my organization check box is automatically checked.

NOTE: iEdison Agency, iEdison ERL, and State Department users cannot search for or create
system accounts.
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AMS

Manage Accounts | Change Password
Search Accounts @

Q, Search Criteria (=]

G_S!i!rth within my organlnt@

NOTE! You must enter at least one search field, besides User Type and Account Status

User Type Certificate Owner Certificate Serial Number
CS'. stem v)
Last Name First Mame Middle Name
SmMoe
Email Roles 6

=

& Back o top

Figure 26: Search Accounts Screen Displaying Searching for System Accounts

NOTE: You must enter at least one search field, besides the User Type and Account Status.
Wild card characters such as the per cent sign (%) can be used to search for a string of characters.

Perform the following steps:

1. To perform a search for a system account, select System from the User Type field's drop-
down menu.

NOTE: When the User Type selected is System, then the Search within my organization check
box is automatically checked.

2. Enter the appropriate search criteria in at least one of the other search fields besides User
Type.
3. If appropriate, select the appropriate Role.
a. To select multiple roles, hold the <Crtl> key and highlight the appropriate roles.

NOTE: When you search by system roles, you can only search within your organization. You can
select multiple roles, but the default search is for all roles appropriate to the logged in user's account
role.
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4.

Perform one of the following options:
a. Click the Search button to execute the search.
1. For more information on search results, see the System Account Search Results
topic.

b. Click the Clear button to clear the fields.

4.4.1 System Account Search Results

When the Search button is clicked, the system displays appropriate system accounts in the Search
Results located below the Search Criteria section on the Search Accounts screen. The search
results are sorted alphabetically first by last name, first name in the Name field and then by
Account Status.

NOTE: The Create New Account button does not display until a search is performed.

The following columns appear in the search results:

User ID

Name - last name, first name
Organization

Roles & Affiliations

Certification Owner - The Certificate Owner is the organization who acquired the
certificate.

Action - Option button is Manage.
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AMS | FCOI

Manage Accounts

Search Accounts @

G Search Criteria )

Search Results

Showing 1 - 10 of total 1

@e{ﬂmults: j 610'.\ il [w] | per page 2 D

User ID ¥ Name “ Organization + Roles & Affiliations *  Certificate Owner & rﬁrr.bu_n\

SYS_SHORTYT 460  Shorty, Tall Hobart and William Smith Colleges APPLICANT_RETRIEVAL_DATA_SERV  HOBART
- Hobart and YWilkam Smith
SYS_SMITHB_199  Smih, Black  Mational Cancer Foundation APPLICANT_RETRIEVAL_DATA_SERV  NATIOMAL CANCER FOUNDATION | [ Manage
- National Cancer
Read More
SYS_SHORTSJ_ 902 Shors, Jim  Mational Institute of Health APPLICANT_RETRIEVAL_DATA_SERV  NIH
Mational Instiuie of
Read Mare
5YS SMARTG 439 Smar, Gel  University of Calfornia Los Angeles APPLICANT RETRIEVAL_DATA_SERV  NCI
- University of Califomia
Riad Maore
SYS_SMOEJ_81 sSmoe, Jog University of Caiifornia Los Angeles APPLICANT_RETRIEVAL_DATA_SERV UNIVERSITY OF CALIFORMNLA Manags
- University of California
Read More
SYS_SALEMP_748  Salem, Mass  University of Michigan APPLICANT_RETRIEVAL_DATA_SERV  UNIVERSITY OF MICHIGAN [Manage
= University of Michigan
Read More
SYS SALEMP 974  Salem, Mass  University of Michigan APPLICANT_RETRIEVAL_DATA_SERV  UNIVERSITY OF MICHIGAN
- UI'II\‘E{SI[" of J.hch.gan
Read Mare
SYS_SAA_341 Sack, Sad TS - Agency for Toxic Substances and Disease Registry  IC_ACCESS_GF_METADATA_SERV ASD
SYS_SDS_529 Sack, Sad TS - Agency for Toxic Subslances and Disease Registry  ITP_SRVC_COUNCIL_UPDATE_ROLE  ASDASD
- Agency for Toxic
Read More
SYS_SALEMP_ 453  Salem,Mass  University of Michigan SERVICE_PROVIDER_ROLE UNIVERSITY OF MICHIGAN

© Back to o

Figure 27: Search Accounts Screen Displaying System Accounts Search Results
Perform one or more of the following steps :

1. To view the Search Criteria, click anywhere in the Search Criteria bar.
2. To filter the search results, enter the appropriate value in the Filter: text box and hit the
<Enter> key.
a. For example, to view all users with the last name of Salem, type Salem in the Filter:
text box.

NOTE: The default number of records per page is 10.
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5. To change the number of records per page, select the appropriate number in the Show per
page column.

6. To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.

b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.
7. If displayed, click the Read More hyperlink in the Roles and Affiliations column to view a
system user's multiple affiliations.

8. To manage a system account, click the Manage button in the Action column.
a. Please refer to the Manage System Accounts topic for more information.

9. To create a new account and profile click the Create New Account button at the bottom of
the screen.
a. Please refer to the Create System Account topic for more information.

10. To return to the top of the screen, click the Back to top hyperlink.

For information on Search Account error messages, please refer to the Error Messages topic.

4.5 Action Option Buttons

The Action column's buttons appear in the search result's depending on the account status and the
logged in user's role.

The following action buttons are available:

e Create

e« Manage
e Resend Email

e View
4.5.1 Create Button

The Create button displays on the Search Accounts screen when there is a profile, but there is no
user account.

Agency Users
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3 ICADmIn

Manage Accounts

Search Accounts @

Q. Search Criteria -]

Search Results

Showing 1 - 10 of total 57

Filter Results: Show 10 [w| per page - 2 a 4 5 6
User eRA Usaer Account Secondary Org
[[=] * MHame “ o = Email = Status “  Qrganization = Text = Action
BONDJ Band, James BOMNOJAMES bondj@od.ningov  Active 0D - Office of the Director, National Institutes of Vierw
Health
Book, Risd Profike Only | Ceuate

Figure 28: Search Accounts Screen Displaying the Create Button
1. To create a Commons account, click the Create button for the appropriate person.

For more information on creating accounts, please refer to the Create Account - Agency Users
topic.

Commons Users

AMS

Manage Accounts Change Password
Search Accounts @
Q, Search Criteria -]
Search Results

Showing 1 - 3 of total 3

User ID = HName “  Email = Account Status “  Roles & Affiliations = Action
CASES Cage, Sue eRADevw@mail nih.gov Pending Affiliation Manage
CASEH Casze, Hard eRADev@mail nih.gov Fending Affiliation [Manag |

Case, Courd Profile Only
Creale New Account @

Figure 29: Search Accounts Screen Displaying the Create Button
1. To create a Commons account, click the Create button for the appropriate person.

For more information on creating accounts, please refer to the Create Account - Commons Users
topic.

4.5.2 Manage Button
Agency and iEdison Agency/ERL Users

The Manage button appears if the account status is Active or Pending Affiliation for the
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appropriate record per the logged in user's IC.

AMS  ICADmMIN

Manage Accounts
Search Accounts @
Q Search Criteria ©
Search Results

Showing 1 -2 of total 2

UseriD % Name “ eRAUseriD % Email % Account Status “ Organization % Secondary Org Text % Action
SHORTS Sharts, Jim SHORTSIM eRADewGirnail nih.gov Active 0D - Ofice of the Director, Natonal Instiutes of Health  OD
Shors, Bill SHORTSB ERADeEv@Mailningov  Pending Ailiation 0D - OmMce of the Director, National Instites of Health  For System Acct Mgmt Viaw |

Back to lop

Create New Account

Figure 30: Search Accounts for Internal Users Displaying the Manage Button

When the Manage button is clicked, the Manage Accounts screen displays.
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AMS  ICAdDmMIn

Manage Accounts  Maintain Profiles

Manage Account @

=

Note: Any changes 1o tNe aCCount are not saved until you hit the save bullon

- For example, f you afiiate someone, he/she is nol actually afiiated uni you hit the save bution
A

User Information
User Type
Agency v
UserID
MOUSEMICKEY
Primary Organization

CA - National Cancer Institute

Secondary Org. Text

[ Wiew Full Profie |

Contact Information

Last Name First Name Midgdie Name
Mouse Mickey

Email Confirm Email

eraDEV@mail nih.gov eraDEVig@mail nih.gov

Roles

Filter:

Role(s)

GM_MANAGER_ROLE

Clusters

Firter:

MName

Cay

Showing 1 -1 of total 1

@0’# 10 [v] per page L )

~ Organization(s) & Action

CA - National Cancer Institute

Showing 1 - 1 of total 1

* Description % Chief? Action

CA Cluster O ® Remave

Figure 31: Manage Account Screen for Internal Users
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For more information, please refer to the Manage Agency User Accounts topic.

Commons and external iEdison Users

The Manage button appears if the account status is Active or Pending Affiliation.

AMS

Q Search Criteria

Search Results

User D

Ak

BROWNS

BROWYHD

BROWMA

Creale New Account

Search Accounts @

Manage Accouns Change Passwo

word

Name

0 Sugar

IO

Brown, 0J
Brown, A

wn_Flour

Brown, Coffes

Emiail

eRADev@mail nin gov

eRADev@mail nih.go

eRADev@mall nin gov

eRADev@mail nih.gov

-
>

Account Status

Pending Affiliation

Pending Affiliztion

Praofise Only

Profike Oniy

“ Roles & Affiliations

= University of Califomia San Diego

Showing 1 -5 of total &

-

% Action

Figure 32: Search Accounts for External Users Displaying the Manage Button
1. To edit an account, click the appropriate Manage button.

When the Manage button is clicked, the Manage Account screen displays.
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AMS

Manage Accounts

Manage Account @

Mote: Any changes 1o the account are not saved until you hit the save button
- For exampie, if you affiiale someone, Neshe (5 nol actualy amiiated wnil you hif the Save bunton

User Information
User Type

COmmons -

User D

DaRsghtDudley

Primary Organization

San Diego Stale Liniversity

Contact Information

Last Name First Name Middle Mame
CioRight Dudley

Email Ceonfirm Email
eRATest@mail nih.gov eRATesi@mail nih.gov

Roles @

+ Affiiate |

‘m

Reset Password

Figure 33: Manage Account Screen for External Users

For more information, please refer to the Manage Commons User Accounts topic.

State Department Users

For State Department users the Manage button appears if the account status is Active or Pending

Affiliation.
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AMS
Manage ACCOURLS
Search Accounts @
@ Search Crileria
Search Results
Showing 1 - 10 of total 1:
Filter Reaulta: j 60-\-\- 10 v| per page L n 2 U
User ID * Name *  Emall * Account Status “  Roles & Affiliations H] ﬂcﬂon ™
SHAHNK Shah, Milesh eRATest@mail nih.gov Active FACTS_SDC_MGR_ROLE Manage |
- India
SHEAM Shea, James eRATes!@mail.nih gov Active FACTS_SDC_MGR_ROLE Manage |
Burma
SHROTSAMN Shorts, Ann eRATest@mail nih.gov Active FACTS_SDC_MGR_ROLE Manage |
- Turkey
SHORTSEILL Shorts, Bill eRATes!@mail nih gov Active FACTS_SDC_MGR_ROLE Manage |
Bahamas
SHORTSEARL Shorts, Earl eRATest@mail nih.gov Active FACTS SDC_MGR_ROLE Manage |
- Jamaica
SHORTSEDITH Shorts, Edith eRATes!@mail nih gov Active FACTS_SDC_MGR_ROLE Manage |
« Mew fealand
SHORTSED Shors, Edward ERATesEmail nih.gov Active FACTS _SDC_MGR_ROLE Manage |
- Iretand
SHORTSIM Sharts, Jim eRATes!@mail.nih gov Active FACTS_SDC_MGR_ROLE Manage |
- Aruba
SHORTSMARIANNE Shorts, Marianne eRATes @mail nih gov Active FACTS_SDC_MGR_ROLE Manage |
- Slovenia
SHORTSMARY Sharts, Mary eRATes!@mail ni gov Active FACTS_SDC_MGR_ROLE Manage |
- Costa Rica
& Back tolof

Figure 34: Search Accounts Displaying State Department Search Results
1. To edit an account, click the appropriate Manage button in the Action column.

When the Manage button is clicked, the Manage Account screen is displayed.
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AMS

Manage Accounts

Manage Account @

MNote: Ay Changes 10 the 3ccount are not saved until you hil the save bution ‘

- For exampie -‘.LDU affiiale someone, hedshe is nol actually arfiiiated il YOu Rl e Save Durton

User Information

User Type

User ID

RHOADESDUSTY

Primary Organization

U5, Depantment of State

Contact Information

Last Name First Mame Middle Name
Rhoades sty

Email Confirm Email
eRATest@mail nih. gov eRATest@mail nih gov

Roles @

Showing 1-1 of total 1
Role(s) “ Country % Action

FACTS_SDC_MGR_ROLE South Afmca [5( Remaove |

Figure 35: Manage Account for State Department Users

Please refer to the Manage State Department User Accounts topic for more information.

4.5.3 Resend Email Button

NOTE: For Commons and external iEdison users only the Resend Email button appears on
the Search Accounts screen for user type accounts. These are accounts that are pending user
review indicating that the user has not validated the account request.
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AMS

Manage Accounts  Change Password
Search Accounts @
Q, Search Criteria -]
Search Results

Showing 1 - 9 of total §

User ID * HName *  Email = Account Status “*  Roles & Affiliations = Action
CAROLS Carol, Song eRADevi@mail nih gov Pending
CAROLY Carol, fule eRADevEmail nih gov Panding

Figure 36: Search Accounts Screen Displaying the Resend Email Button
1. To resend an email if present, click the Resend Email hyperlink for the appropriate account.

When the Resend Email hyperlink is clicked, the system sends an email notification to the account
holder.

4.5.4 View Button

NOTE: The View button appears on the Search Accounts screen for an active account that is not
within the logged in user's Agency or IC. The View feature is for Agency Management and
iEdison Agency Staff only.

AMS | ICADmIn

Manage Accounts

Search Accounts @

Q Search Criteria (-]

Search Results

Filter Results:

Show 10 [w] perpage Showing 1 -2 of total 2 [filtered from 241)
Secondary Org
User ID * Name * gRA UseriD + Email =] Organization +  Text 2 |Action
SADA Smith, NIH_SADA eRADEV@mail nih gov MH - National Insiitule of Mental

Healh

Smith SMITH eRADev@mail nin.gov MH - Mational Institule of Mental ODWORMURTISS

Healn

Creale New Account © Back to top

Figure 37: Search Accounts Screen Displaying the View Button
1. To view the Account Details screen, click the appropriate View button .

When the View button is clicked, the Account Details screen is displayed for the appropriate
account.
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AMS  ICAGMIN

Manage Accounts

Account Details @

User Information

User Type Agency

User ID SHORTEL

eRA User ID NIH_ZHORTS

Primary Organization MH - Mational instiute of Mental Health

Secondary Ong. Text

Contact Information

Name Sharts, Jim
Email eRADEViEmail nib.gov
Roles
Showing 1-2 of total 2
Role(s)

“  Organization(s) ]

EDI_GMS_CMS_ADMIN MH - Mational Institute of Mental Heaith

EDI_VIEW_DOCUMENTS ALL

Figure 38: Account Details Screen

2. To return to the search results, click the Go Back hyperlink.
3. To start a new search, click the Back to Search button.
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5 Create Accounts

There is the ability to create the following accounts:

o User Accounts

e System Accounts

5.1 Create User Accounts
There are three basic types of user accounts:

o Agency and iEdison Agency/iEdison Report Lite (ERL)

o« Commons and iEdison external

o State Department

5.1.1 Create Agency or iEdison Agency/ERL User Accounts

1. To create an account for an internal user, first search AMS to make sure the user doesn't
already have an account. For instructions, see Search for Agency User Accounts or Search
for iEdison User Accounts.

2. You launch the create-account process from the Search Results screen:
o In the search results, profiles that are not already associated to a user account display a
Create button in the Action column:

Create

Click the Create button to create a user account for the profile.

o Or click the Create New Account button below the search results:

| Create New Account |

3. When you click the Create New Account or Create button, the Create Account screen
opens, as shown here.
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Create Account @ @ GoBack

All fields are required unless they're marked (Ciptional)

User Information

User Type Domain
Agency b NIH w
User ID

Primary Organization

AA - National Institute on Alcohol Abuse and Alcoholism v

Secondary Org. Text (Optionsl)

Contact Information

Last Name First Name Middle Name (Optional)
Email Confirm Email

Roles @

+ Add Roles

Clusters (Optional)

+ Add Clusters

Upload Account Request Form

@ Instructions:
* You can only upload ane file.
* |f you selected the wrong file, you can change it to the comrect file.
* The selected file will be uploaded when you hit the ‘Create’ button at the bottom of this screen.
* Supported file formats are PDF, Word Document and Oullock Message files (.msg file format).
* Max file size is 35MB.

| Browse...

Figure 39: Create Account screen for a new internal account

See the sections below for instructions on how to use this screen to create accounts for NIH
internal users and for other types of agency users.

5.1.1.1 NIH internal users

1. Set User Type to Agency.
2. Set Domain to NIH.
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3. When you set the domain to NIH, the Select a NED Account field appears, as shown here:

Select a NED Account within your IC &

-

4. Mandatory: Use this field to search the NED system and identify the user profile to associate
to the new account: Begin typing the user's last name in the text box. The system searches
for matching profiles in your organization and displays them as you type.

5. When the correct profile appears, click to select it.

a. Ifthe profile is already associated to an account, the system displays a message
advising you to manage the existing account rather than create a new one, as shown
here:

Select a NED Account within your IC
McKenna, WILLIAM SCOTT (OD)

account, please click here

An AMS account exists for thig NED user. Therefore, a duplicate account
cannot be created for the same NED user. To view or manage this user's

b. If the profile is available, the system displays a message saying so, as shown here.

Select a NED Account within your IC
McKenna, WILLIAM SCOTT (00 d User ID is available

Continue with the steps below to create an account for the profile.
6. The system generates the user ID, so proceed to the Primary Organization field and select
an organization from the drop-down menu.
7. Ifapplicable, use the Secondary Organizationtext box to enter a secondary organization.
8. Enter the user's Contact Information in the text boxes: Last name, first name, middle name
(optional) and email address, then reenter the email address.
9. Click the Add Roles button to add user roles to the account. See Add/Delete Roles for
instructions.
10. If you want to add Initial Review Group (IRG) Clusters, click Add Clusters. For
instructions see Add/Delete IRG Clusters .
11. Upload the Account Request Form. See Upload Account Request Form for instructions.

12. When you have entered all information for the account, click Create to create the account or
Click Clear to clear all data from the form.

When you click Create, the system opens the Account Details screen and displays a confirmation
message, as shown here:
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Account Details @
& SUCCESS

ADCounl Credled Sutcessiull

User Information

Uzer Type Agency

Usaer D RHOADESDUSTY

®RA UseriD INT_RHOADESD 500
Frimary Organization A - National Cander Institute

Secondary Ong. Text
Contact Information

Hame Rhoades, Dusty
Email eraDEVi@mad nih.gov
Roles
Showing 1 - 1 of total 1
Role(s) “  Qrganization(s) =
GM_RULE_MAMAGER_ROLE A, - National Cancer Instiue

Figure 40: Account Details screen Success message

5.1.1.2 NIH iEdison/ERL, NIH external, and Federation users

1. Set User Type to Agency.

2. Choose the appropriate user Domain:
o NIH iEdison — internal iEdison/ERL user

o NIH external — external NIH user

o Federation — internal user at non-NIH agency

3. Enter a User ID: The User ID must be between 6 and 30 characters long and cannot contain
special characters except the (@ sign, the hyphen, the period, and the underscore.
If the ID you enter is available, the system displays a message saying: This User ID is
available. If it's not available, message will say This User ID is already taken, please use

another one. Keep tweaking the ID until you find one that is available.

4. Usually the Primary Organization defaults to your organization. To use another

organization, select it from the drop-down menu.

5. Ifapplicable, use the Secondary Organizationtext box to enter a secondary organization.

6. Enter the user's Contact Information in the text boxes: Last name, first name, middle name

(optional) and email address, then reenter the email address.

7. Click the Add Roles button to add user roles to the account. See Add/Delete Roles for

mstructions.
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8. If you want to add Initial Review Group (IRG) Clusters, click Add Clusters. For
instructions see Add/Delete IRG Clusters.

9. Upload the Account Request Form. See Upload Account Request Form for instructions.

10. When you have entered all information for the account, click Create to create the account or
Click the Clear to clear all data from the form.

When you click Create, the system opens the Account Details screen and displays a confirmation
message, as shown above.

5.1.2 Create Commons or external iEdison User Accounts

1. To create an account for an external user, first ssarch AMS to make sure the user doesn't
already have an account. For instructions, see Search Account for Commons Accounts or

Search for iEdison User Accounts.

2. You launch the create-account process from the Search Results screen:
o In the search results, profiles that are not already associated to a user account display a
Create button in the Action column:

Creats

Click the Create button to create a user account for that profile.

o Or click the Create New Account button below the search results:

Create New Account

NOTE: For external iEdison users, click the Create an iEdison Account hyperlink on the
iEdison Main Menu screen to create an account.

3. When you click one of the Create buttons, the Create Account screen opens, as shown
below.
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AMS

Manage Accounts. Change Password

Create Account @

6 | fiedds are requined unless they're marked (Optional )

User Information
User Type

User 1D &

Primary Organization

sity of California Los Angeles

Contact Information

Last Name First Name Middie Name (Optional)
Beach Sandy
Email Confirm Email

Figure 41: Create Account Screen for an External Account

Perform the following steps to create an account:

4. Set User Type to Commons.
5. Enter the User ID or let the system generate one.
a. The User ID length should be between 6 and 30 characters and should NOT contain
special characters except the @ sign, the hyphen, the period, and the underscore.
b. The system can display the following messages: This User ID is available OR This
User ID is already taken, please use another one.

6. Usually the Primary Organization defaults to the logged in user's organization.
a. Ifthere is no user organization name selected, click the magnifying glass icon to
assign a Primary Organization. (See Set Primary Organization for more
information.)

7. Perform one of the following options:
a. When the account information is complete, click Create to create the account or click
Clear to clear all information from the form.

When you click Create, the system displays the Account Details screen with a confirmation
message, as shown here.
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Account Details @

& SUCCESS

AcCount created succEssiully)
User Information
Uzer Type COMmmgns

UseriD BEAL

Primary Organization Lneersity of Californa Los Angeles

Contact Information

Mame

Email

Roles
Showing 1 =1 of total 1
Releis) = Qrganization{s) =
A University of Californda Los Angeles

Figure 42: Account Details Screen Displaying Message

6. Perform one of the following options on the Account Details screen:

a. To return to the Search Accounts screen displaying the previous search results, click

the Go Back hyperlink.
b. To edit the account's information, click the Manage button.

1. For more information, please refer to the Manage Account for Commons Users

topic.

c. To return to the Search Accounts screen to enter new search criteria, click the Back to

Search button.

Creating Untrusted Accounts

Create-Account requests for untrusted Commons accounts are approved or rejected automatically:

o If'the identifying information in the request unambiguously matches a user profile and the

profile is not already associated to an account, the request is approved automatically.
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« If the identifying information is incorrect or an account already exists for the user profile, or
if a comment has been entered in the user's funding and committee service history, request is
denied and the system sends notifications to the account requestor and to the eRA Service
Desk.

5.1.3 Create State Department User Accounts

1. To create an account perform a search first.
a. Please refer to the Search Account for State Department Users topic.

When the Create New Account button is clicked on the Search Accounts screen, the Create
Account screen is displayed.

AMS

Manage Accounts

Create Account @

G_I"-.-!'Js are réquired unless they'ne manked .r'J:;.‘c"-_‘D

User Information

User Type

State W

Frimary Organization

5. Depanment of State

Contact Information

Last Name First Name Middle Name (Optional)

Email Confirm Email

Roles @

+ Add Countrig:

—

Figure 43: Create Account Screen for State Department Users
Perform the following steps :

2. The User Type is State.

3. Enter the User ID or let the system generate one.
a. The User ID length should be between 6 and 30 characters and should NOT contain
special characters except the (@ sign, the hyphen, the period, and the underscore.
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b. The system can display the following messages: This User ID is available OR This
User ID is already taken, please use another one.

4. To add countries, click the + Add Countries button.
a. Please refer to the Add Countries topic for more information.

5. Perform one of the following options:
a. When the account information is complete, click the Create button.

b. Click the Clear button to clear the data entered in the fields.

When the Create button is clicked, the system displays the following message on the Account
Details screen: Account created successfully.

Manage Accounts

Account Details @

@ SUCCESS

Account created successhullyl

User Information

Usar Type State
User D SHORTSLOIS
Primary Organization U.s. Department of State

Contact Information

Name Shors, Lois
Email eraTest@mai nin. gov
Roles @
Showing 1-1 of total 1
Role(s) “ Country %
FACTS_SDC_MGR_ROLE Finland

Figure 44: Account Details Screen for State Department Users

6. Perform one of the following options on the Account Details screen:
a. To return to the Search Accounts screen displaying the previous search results, click
the Go Back hyperlink.
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b. To edit the account's information, click the Manage button.

1. For more information, please refer to the Manage State Department User
Accounts topic.

c. To return to the Search Accounts screen to enter new search criteria, click the Back to
Search button.

5.1.3.1 Add/Delete Countries

NOTE: The Add Countries functionality is for State Department users only.

1. To add a country to the account, click on the + Add Countries button on the Create
Accounts screen.

Roles @

| + Add Countries |

Figure 45: Add Countries Button

When the + Add Countries button is clicked, the pop-up Add Countries screen displays.

AMS | Add Countries

Role

FACTS_SDC_MGR_ROLE

Countries

Alghanistan
Albania ~
Algeria
Andama
Anqola
Anguilla
Antarctica
Antiguabarbud
Armenia
Argentina

Figure 46: Add Countries Screen

2. To find a country, click in the list of countries and type the first letter of the country's name.
a. For example, to find the United Kingdom hit the <U> key on the keyboard.
3. Highlight the appropriate country name.
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When a country name is highlighted, the Add Countries button is enabled.

4. Perform one of the following options:
a. Click the Close button to close the screen.

b. Click the Add Countries button to add the selected country.

When the Add Countries button is clicked, the selected country to added the Roles section on the
Create Account or Manage Account screen.

Roles @

((+ And Countries | [ % Remave A1) )
e

Showing 1 -1 of total 1

Role(s) “ Country = Action

—
FACTS_SDC_MGR_ROLE United
Kingdom

Figure 47: Roles/Add Countries Section on the Create Account Screen

5. To add another country, click the + Add Countries button. Repeat the steps above.
6. To remove a country, click the X Remove button.
7. To remove all countries, click the X Remove All button.

5.1.4 Add/Delete User Roles

NOTE: The list of roles displayed is dependent on the logged in user's role.

NOTE: State Department users only - For information on adding countries, please refer to the
Add/Delete Countries topic.

1. To add user roles to the account, click on the + Add Roles button on the Create Accounts
screen.

Roles

%+ Add Roles

Figure 48: Add Roles Button on the Create Account Screen

5.1.4.1 Commons Users

When the + Add Roles button is clicked, the pop-up 4dd Roles screen displays.
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AMS | Add Roles

Organization

University of California Los Angeles

@Ollﬂs} (to muiti-select, please use cirl or shift JceysD

AA - Accounts Administrator

AD - Administrative Official L
ASST - Pl Assistant

BO - Businegss Official

FCOI - External FCOIl Officer

FCOI_ASST - Financial Conflict of Interest (FCOI) External Assistant role

FCOI_WVIEW - Financial Conflict of Interest (FCOI) External View role

FSR - Financial Reporting users

GRADUATE_STUDENT - Graduate Student v

PACR - Public Access Compliance Role
(Cins:e Add thz-ljs.

Figure 49: Add Roles Screen for Commons Users

1. Highlight the appropriate role(s).
2. Click the Add Role(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or Manage
Account screen and displays the newly added role(s).

Roles

+ Add Roles |1: Remove All

Showing 1 - 1 of total 1

Role(s) “  Organization{s) = Action

AL University of

California Los
Angeles

Figure 50: Roles Section on the Create Accounts Screen for Commons Users
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3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.
5. To remove all roles click the Remove All button.

NOTE: You cannot remove Signing Official (SO) role when the Research Performance Progress
Report (RPPR) is assigned.

5.1.4.2 Agency and iEdison Agency/ERL Users

IMPORTANT: For Agency and iEdison Agency users there are certain combination of roles
that cannot be granted to an account for a specific IC.

RR_CHIEF ROLE and GM_MANAGER ROLE

ICO PROGRAM OFFICIAL ROLE and GM_MANAGER_ROLE

RR _SUPERVIJSOR ROLE and GM_ MANAGER ROLE
(This role combination requires a waiver from the OPERA Director.)

UADM_USER_ROLE and GM_MANAGER_ROLE

UADM_USER_ROLE and GM_FMO ROLE

IPF_CLERK_ROLE and GM_MANAGER_ROLE

IPF_SPECIALIST ROLE and GM_MANAGER ROLE

IPF_SUPER_USER_ROLE and GM_MANAGER_ROLE

GM_MANAGER_ROLE and GM_FMO_ROLE

UADM_ADMIN_ ROLE and GM_MANAGER_ROLE

UADM_ADMIN_ ROLE and ICO PROGRAM_OFFICIAL_ROLE

UADM_ADMIN ROLE and GM_FMO ROLE
Table 1: List of Conflicting Roles

NOTE: For iEdison Agency users the roles are IDO Admin and IDO User.
For iEdison ERL users the roles are EDI GMS CMS ADMIN and EDI GMS CMS USER.

When the + Add Roles button is clicked, the pop-up Add Agency Roles screen displays.
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AMS | Add Agency Roles

SelectIC O

Agency

Nih - National Institutes of Health

[+

CA - National Cancer Inslitule

Select role(s) @

Business Area

ALL

Roles (90 roles are avallable for business area: ALL)

Selected Role(s)

Add to Selected Role(s)

[ [Pl Add Selected Role(s) o Account

Figure 51: Add Agency Roles Screen for Internal Users

1. Select the appropriate Business Area from the drop-down menu or start typing in the text
box. For example, start typing "G" to access the GM Business Area roles.

Select role(s)

Business Area

ALL

ADI- Agency Data
ARA- Ara

CIMS- Contract and laa Management System
CM- Crtmgmt

CRIMS- Crims

v N
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Figure 52: The Business Area Drop-down Menu on the Add Agency Roles Screen

2. Select the appropriate role from the drop-down menu per the Business Area selected.

Select role(s) &

Business Area

GM- Gm -

Roles (8 roles are available for business area: GM)

GM_CLOSEOUT_ADMIN_ROLE - Glves users the ability to add and delete grants from closeout , assign grants, and send email
for their default IC within the Grants Closeout Module, The Grants Closeout Staff with the GM_CLOSEQUT_ADMIN_ROLE also

hawe the ability 1o utilize the Additions for Grants Management feature through the Grant Folder. For their assigned ICs, these
users have the capability to upload documents info the Grant Folder.

GM_CLOSEOUT_REASSIGN_ROLE - Provides the ability to re-assign choseout specialists to grants within the Grants Closeout
Nodule,

GM_CLOSEOUT_UPDATE_ROLE - Gives users the ability to view and update closeout data on grants and send email letters fo
their default IC within the Grants Closeout Module. The Grants Closeout Staff with this role have the ability to utilize the Additions) W

frr 2rante Mansaomaont fasturs throanb tha Srant Enldaor Eor thair sccinnod 10e thooo usore houa tho conghilibe to onknoed

Figure 53: The Role Drop-down Menu on the Add Agency Roles Screen

3. Click the Add to Selected Role(s) button .

Select role(s) &

Business Area

Roles (8 roles are available for business area; GM)

GM- Gm -
= GM_MAMAGER_ROLE x
J"i.I:I! 1o Selected F!-:l'.i:-:':-::u

Figure 54: Add Agency Roles Screen Displaying the Add to Selected Role(s) Button

When the Add to Selected Role(s) button is clicked, the role is added on the AMS | Add Roles
screen .

Create Accounts 59 September 19, 2016



Account Management System (AMS)

Select role(s)

Business Area

GM- Gm

Roles (8 roles are available for business area: GM)

Selected Role(s)

Showing 1 - 1 of total 1

Organization
Role{s) -~ =) * Action

GM_MANAGER_ROLE CA - National

Cancer Institute
(C.Inse

Add Selected Robe{s) to A'ZCDU"I

Figure 55: Selected Role(s) Section on the Add Agency Roles Screen

4. To add the role to the account, click the Add Selected Role(s) to Account button.

When the Add Selected Role(s) to Account button is clicked, the added role is displayed on the
Create Accounts or Manage Account screen.
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Roles

+ Add Roles

Filter:

Role(s)

GM_MANAGER_ROLE

Showing 1 - 1 of total 1

H

“  Organization(s) = Action

10 |w| perpage

CA - National
Cancer Institute

Figure 56: Roles Section on the Create Accounts Screen

5. To add additional roles, click the + Add Roles(s) button. Repeat the above steps.
6. To remove a role click the appropriate Remove button in the Action column.

NOTE: Multiple roles can be added at the same time.

7. To add multiple roles, start typing a head in the Roles text box.
a. For example, start typing G to access the GM Business Area roles.

8. Select the appropriate role for that Business Area.
9. Start typing a head the next desired Business Area such as /PF.
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AMS | Add Agency Roles

© SelectIC O

Agency
Nih - National Institutes of Health

Ic

CA - National Cancer Institute

© Select role(s) ©

Business Area

ALL *

Roles (103 rodes are available for business area: ALL)

*GM_CLOSEOUT_ADMIN_ROLE | ipj x

IPF_CLERK_ROLE - Allows user to query application on Grant Coding screens in IPF module. The role can only be granted to

another account by a user with the UADM_ADMIN_ROLE.

IPF_ORI_ROLE - Allows user to maintain External Organization certification data in IPF module. The role can only be granted to
another account by a user with the UADM_ADMIN_ROLE.

IPF_SPECIALIST ROLE - Allows user 1o access all IPF screens except for the ability to update specific data elements
maintained by Commons users. The role can only be granted to another account by a user with the UADM_ADMIN_ROLE

IPF_SUPER_USER_ROLE - Allows user to access all IPF screens including the ability to update IPF data maintined by vl
Commans users The role can only be granted to another account by a user with the UADM_ADMIN_ROLE.

Figure 57: Add Agency Roles Screen Displaying Adding Multiple Roles

10. Select the next appropriate role.
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AMS | Add Agency Roles

@ SelectIC &

Agency

Mih - Mational Institutes of Health

Ic

CA - National Cancer Institute

@ Select role(s) &

Business Area

ALL -

Roles (1 03 roles are avallable for business area; ALL)

* GM_CLOSEOUT_ADMIN_ROLE | | *IPF_CLERK_ROLE | | *

-::Id o Selected Rolke(s)

)

© Selected Role(s)

Add Selected Role(s) to Account

Figure 58: Add Agency Roles Screen Displaying the Add to Selected Role(s) Button

11. Click the Add to Selected Role(s) button to add the selected roles.
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AMS | Add Agency Roles

@ SelectIC O
Agency

Mih - National Instifutes of Health
Ic

CA - National Cancer Institute

© Select role(s) ©

Business Area

ALL v

Roles (103 roles are avallable for business area: ALL)

@ Selected Role(s)

Showing 1 - 2 of total 2

Organization
Role(s) L | ] = Action
GM_CLOSEOUT ADMIN_ROLE CA - National
Cancer Institute
IPF_CLERK_ROLE ALL

(Clc-se Add Selected Role(s) to .du::cn:un'l

Figure 59: Add Agency Roles Screen Displaying the Add Selected Role(s) to Account Button

12. Click the Add Selected Role(s) to Account button.

When the Add Selected Role(s) to Account button is clicked, the added role is displayed on the
Create Accounts or Manage Account screen.

5.1.4.3 External iEdison Users

When the + Add Roles button is clicked on the Create Account or Modify Account screen, the
pop-up Add Roles screen displays.
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AMS | Add Roles

Organization

Diain

Role(s) (fo multi-select, please use cirl or shift keys)

. EXTRAMURAL TTO ADMIN - Extrarmural Technology Transfer Official Administrator
EXTRAMURAL TTO USER - Extramural Technology Transfer Official Uiser

(=)

Add Rr.:'lelj:;j

Figure 60: Add Roles Screen for External iEdison Users

1. Select the appropriate role.
2. Click the Add Roles(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or Manage
Account screen and displays the newly added role(s).

Roles @

o
(| + AsdRoles|[x Remove N®
=

Showing 1 - 1 of total 1

Role(s) “ Organization(s) = Action

EXTRAMURAL _TTO _USER Dan's Institution

Figure 61: Roles Section on the Create Accounts Screen for External iEdison Users

3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.
5. To remove all roles click the Remove All button.

5.1.5 Add/Delete User Roles

NOTES:
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o The list of roles displayed is dependent on the logged in user's role.

o Accounts with scientific roles should be maintained for the career of the scientist and
affiliations should be added as necessary.

o Administrative roles cannot be combined with scientific roles on the same user account and
accounts with administrative roles cannot be affiliated with more than one institution.

« State Department users only - For information on adding countries, please refer to the
Add/Delete Countries topic.

1. To add user roles to the account, click on the appropriate + Add Roles button at the bottom
of the Create Accounts screen in the Accounts Management System (AMS).

Roles @

[-I' Add Roles = 4 Add Roles to other org. ]

Figure 62: Add Roles Button on the Create Account Screen

5.1.5.1 Commons Users
When the + Add Roles button is clicked, the pop-up screen displays.

If the + Add Roles to other org. button is clicked, the pop-up to search for and select the other
organization will show first.
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AMS | Add Roles

Organization

University of California Los Angeles

@ﬂll!i} (to muiti-select, please use civl or shift .lceysD

AA - Accounts Administrator

AD - Administrative Official ™~
ASST - Pl Assistant

BO - Business Official

FCOI - External FCOI Officer

FCOI_ASST - Financial Conflict of Interest (FCOI) External Assistant role

FCOI_\VIEW - Financial Conflict of Interest (FCOI) External view role

FSR - Financial Reporting users

GRADUATE_STUDENT - Graduate Student v
PACR - Public Access Compliance Role

AMS | AMS | Create Account

Use % for non-exact matches!

org ID Organization Name
=

Figure 63: Add Roles Screen for Commons Users

1. Highlight the appropriate role(s).
2. Click the Add Role(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or Manage
Account screen and displays the newly added role(s).
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Roles

I-I- Add Rule5|| ® Remove Al

Showing 1 - 1 of total 1

Role(s) *  Organization(s) = Action
Al University of ® Remowve
California Los
Angeles

Figure 64: Roles Section on the Create Accounts Screen for Commons Users

3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.
5. To remove all roles click the Remove All button.

NOTE: You cannot remove Signing Official (SO) role when the Research Performance Progress
Report (RPPR) is assigned.

5.1.5.2 Agency and iEdison Agency/ERL Users

IMPORTANT: For Agency and iEdison Agency users there are certain combination of roles
that cannot be granted to an account for a specific IC.

RR_CHIEF ROLE and GM_ MANAGER ROLE

ICO PROGRAM OFFICIAL ROLE and GM_MANAGER_ROLE

RR_SUPERVIJSOR ROLE and GM_MANAGER ROLE
(This role combination requires a waiver from the OPERA Director.)

UADM _ USER_ ROLE and GM_MANAGER ROLE

UADM_USER_ROLE and GM_FMO ROLE

IPF_ CLERK ROLE and GM_ MANAGER ROLE

IPF_SPECIALIST ROLE and GM_MANAGER ROLE
Table 2: List of Conflicting Roles
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IPF_ SUPER_USER_ROLE and GM_ MANAGER _ROLE

GM_MANAGER_ROLE and GM_FMO ROLE

UADM_ADMIN ROLE and GM_ MANAGER ROLE

UADM_ADMIN ROLE and ICO PROGRAM OFFICIAL ROLE

UADM_ADMIN ROLE and GM_FMO ROLE
Table 2: List of Conflicting Roles

NOTE: For iEdison Agency users the roles are IDO Admin and IDO User.
For iEdison ERL users the roles are EDI GMS CMS_ ADMIN and EDI GMS CMS USER.

When the + Add Roles button is clicked, the pop-up Add Agency Roles screen displays.

AMS | Add Agency Roles

Select IC 6

Agency

Mih - Mational Institutes of Health

Ic

CA - National Cancer Inslifule

Select role(s) O

Business Area

ALL

Roles (90 roles are avallable for business area: ALL)

Add to Selected Role(s)

Selected Role(s)

[ Close Add Selected Role(s) o Account
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Figure 65: Add Agency Roles Screen for Internal Users

1. Select the appropriate Business Area from the drop-down menu or start typing in the text
box. For example, start typing "G" to access the GM Business Area roles.

Select role(s) O

Business Area
ALL &
|
o N
ADI- Agency Data
ARA- Ara
CIME- Contract and laa Management System

CM- Cmtmgmt

CRIMS- Crims (¥

N/
Figure 66: The Business Area Drop-down Menu on the Add Agency Roles Screen

2. Select the appropriate role from the drop-down menu per the Business Area selected.

Select role(s) &

Business Area
GM- Gm

Roles (5 roles are available for business area: GM)

GM_CLOSEOUT ADMIN_ROLE - Gives users the ability to add and delete grants from closeout , assign grants, and send email
for their defaull IC within the Granis Closeout Module. The Grants Closeout Staff with the GM_CLOSEOUT_ADMIN_ROLE also

have the ability fo utilize the Additions for Grants Management feature through the Grant Folder, For their assigned ICs, these
users have the capability to upload documents into the Grant Folder.

GM_CLOSEQUT_REASSIGN_ROLE - Provides the ability 1o re-assign closeout specialists 1o grants within the Grants Closeout
Module,

GM_CLOSEOQOUT_UPDATE_ROLE - Gives users the ability to view and update closeout data on grants and send email letters fo
their default IC within the Grants Closeout Module, The Grants Closeout Staff with this role have the ability to utilize the Additions
for Crante kananamant fastura theounh tha Grant Ealdar Sor thair secinnad 10e_thaco ueare haua tha canahdib: to ankoaad

Figure 67: The Role Drop-down Menu on the Add Agency Roles Screen

3. Click the Add to Selected Role(s) button .
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Select role(s) &

Business Area

GM- Gm

Roles (8 roles are available for business area: GM)

* GM_MANAGER_ROLE

( Add 1o Selected Roke(s)

Figure 68: Add Agency Roles Screen Displaying the Add to Selected Role(s) Button

When the Add to Selected Role(s) button is clicked, the role is added on the AMS | Add Roles

screen .

Select role(s) &

Business Area

GM- Gm

Roles (8 roles are available for business area

Selected Role(s)

Role(s)

GM_MANAGER_ROLE

GM)

Showing 1 -1 of total 1

Organization
(s) ¥ Action
CA - National

Cancer Institute

Add Selecled Role{s) to Acccrun

Figure 69: Selected Role(s) Section on the Add Agency Roles Screen

4. To add the role to the account, click the Add Selected Role(s) to Account button.
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When the Add Selected Role(s) to Account button is clicked, the added role is displayed on the
Create Accounts or Manage Account screen.

Roles

Showing 1 - 1 of total 1

Filter:
@J 10 |w| perpage

Role(s) “  QOrganization(s) ¥ Action
GM_MANAGER_ROLE CA - Mational ¥ Femove

Cancer Institute

Figure 70: Roles Section on the Create Accounts Screen

5. To add additional roles, click the + Add Roles(s) button. Repeat the above steps.

6. To remove a role click the appropriate Remove button in the Action column.

NOTE: Multiple roles can be added at the same time.

7. To add multiple roles, start typing a head in the Roles text box.
a. For example, start typing G to access the GM Business Area roles.

8. Select the appropriate role for that Business Area.
9. Start typing a head the next desired Business Area such as /PF.
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AMS | Add Agency Roles

© SelectICO

Agency
Nih - Mational Institutes of Health

Ic

CA - Mational Cancer Institute

© Select role(s) ©

Business Area

ALL *

Roles (103 roles are available for business area: ALL)

*GM_CLOSEQUT_ADMIN_ROLE | ipd x

IPF_CLERK_ROLE - Allows user 1o query application on Grant Coding screens in IPF module. The role can only be granted to

another account by a user with the UADM_ADMIN_ROLE.

IPF_ORI_ROLE - Allows user to maintain External Organization certification data in IPF module. The role can only be granted to
anather account by a user with the UADM_ADMIN_ROLE.

IPF_SPECIALIST ROLE - Allows user to access all IPF screens except for the ability to update specific data elements
maintained by Commons users. The role can only be granted to another account by a user with the UADM_ADMIN_ROLE

IPF_SUPER_USER_ROLE - Allows user to access all IPF screens including the ability to update IPF data maintined by vl
Commons users The role can only be granted to another account by a user with the UADM_ADMIN_ROLE.

Figure 71: Add Agency Roles Screen Displaying Adding Multiple Roles

10. Select the next appropriate role.
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AMS | Add Agency Roles

@ SelectIC &

Agency

Nih - National Institutes of Health

Ic

CA - National Cancer Institute

@ Select role(s) &

Business Area

ALL -

)

Roles I;"H]S roles are avallable for business area; ALL)

* GM_CLOSEOUT_ADMIN_ROLE | | *IPF_CLERK_ROLE || *

-::Id to Selected Role(s)

© Selected Role(s)

Add Selected Role(s) to Account

Figure 72: Add Agency Roles Screen Displaying the Add to Selected Role(s) Button

11. Click the Add to Selected Role(s) button to add the selected roles.
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AMS | Add Agency Roles

& SelectIC O
Agency

Mih - National Instiiutes of Health
c

CA - National Cancer Institute

© Select role(s) &
Business Area

ALL v

Roles (103 roles are avallable for business area; ALL)

@ Selected Role(s)

Showing 1 - 2 of total 2

Organization
Role(s) = |s) * Action
GM_CLOSEOUT ADMIN_ROLE CA - National
Cancer Institute
IPF_CLERK_ROLE ALL

(Clc-se Add Selected Role(s) to A.ccnunl

Figure 73: Add Agency Roles Screen Displaying the Add Selected Role(s) to Account Button

12. Click the Add Selected Role(s) to Account button.

When the Add Selected Role(s) to Account button is clicked, the added role is displayed on the
Create Accounts or Manage Account screen.

5.1.5.3 External iEdison Users

When the + Add Roles button is clicked on the Create Account or Modify Account screen, the
pop-up Add Roles screen displays.
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AMS | Add Roles

Organization

Dain

Role(s) (fo muiti-select please use cirl or shift keys)

. EXTRAMURAL TTO_ADMIN - Extramural Technology Transfer Official Administrator
EXTRAMURAL TTO USER - Extramural Technoloqy Transfer OMcial Liser

G Close Add R.{.\h:l::;j

Figure 74: Add Roles Screen for External iEdison Users

1. Select the appropriate role.
2. Click the Add Roles(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or Manage
Account screen and displays the newly added role(s).

Roles @

i I ]
(| + AddRoles|[ % Remove ND
e

Showing 1 - 1 of total 1

Role(s) “ Organization(s) = Action

EXTRAMURAL_TTO_USER Dan’s Institution

Figure 75: Roles Section on the Create Accounts Screen for External iEdison Users

3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.
5. To remove all roles click the Remove All button.

5.1.6 Add/Delete Initial Review Group (IRG) Clusters

NOTE: Adding and deleting IRG Clusters is for internal Agency users only.
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1. To add a cluster click the + Add Clusters button on the Create Accounts or Manage
Account screen.

Clusters

| + Add Clusters || x Remove Al

Figure 76: Clusters Buttons

When the + Add Clusters button is clicked, the pop-up Add Clusters screen is displayed.

AMS | Add Clusters

@starsisl (to multi-select, please use cfrl or shift u;ey@

CA Cluster
SEPs

Committees
medfamiest

Add L:ILISIEF{S

2. To add a cluster, highlight the appropriate cluster(s).
3. Click the Add Cluster(s) button.

Figure 77: AMS | Add Clusters Screen

When the Add Cluster(s) button is clicked, the cluster(s) is added to the Clusters section on the
Create Account or Manage Account screen.

Clusters

q-i- And Cll.‘_'.él‘_.ll X Remove :ulD

Showing 1 - 1 of total 1
Fi
Gn_w.' 10 [w|  per page - )

Name

“ Description & Chief? Action

CA Cluster [ |'

Cay
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Figure 78: Clusters Section on the Create Account Screen

4.

9.

To add additional clusters, click the + Add Clusters button. Repeat the steps above.

5. To remove all clusters click the Remove All button.
6.
7. To navigate through the cluster list, perform any one of the following options:

To filter the cluster list, type the appropriate text in the Filter: text box.

a. Click the appropriate Page Number.

b. Click the right double arrows to go to the end of the list.

c. Click the left double arrows to go to the beginning of the list.
To indicate that the person is the cluster Chief, select the appropriate check box in the
Chief? column.
To remove a cluster click the appropriate Remove button in the Action column.

5.1.7 Set Primary Organization

NOTE: The magnifying glass for the Primary Organization field on the Create Account screen
appears if the logged in user is not affiliated with an Organization, IC, or Agency. Usually the
Primary Organization defaults to the logged in user's Organization, etc.

Primary Organization

Q

Figure 79: Primary Organization Field

1.

To add a primary organization click the magnifying glass icon on the Create Account
screen.

When the magnifying glass icon is clicked, the Search Organization and Add Roles screen
displays.
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AMS | Search Organization and Add Roles

Use % for non-exact matches!

org ID Organization Name

YeUniversity of californias Search

Showing 1 - 10 of total 25

ilter:
Show | 10 |v| per page ¢ 2 3 »

org. org.
Select ~ D £ Name =2
10002757 Touro
UIniversity
af
California
577503 University
af
California
at Davis

1092530  University

( Close |} Select

Figure 80: Search Organization and Add Roles Screen

2. Enter an Org ID or an Organization Name.

NOTE: Wild card characters such as the percent sign (%) can be used to search for a string of
characters.

3. Click the first Search button.

When the first Search button is clicked, the organization is displayed, if present.

4. To filter the search results, enter the appropriate value in the Filter: text box and hit the
<Enter> key. For example, enter San Diego to view only those universities in California.
5. To change the number of records per page, select the appropriate number in the Show per
page column.
6. To navigate between pages, perform one of the following options:
a. Click the appropriate Page Number button.

b. Click the right double arrows button to go to the end of the list.
c. Click the left double arrows button to go to the beginning of the list.
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7. Select the appropriate organization's radio button.
8. Click the second Select button or click the Close button to close the screen.

When the second Select button is clicked, the Create Account screen displays the selected primary
organization. Please refer to the Create Commons User Accounts or the Create Agency User
Accounts topics.

5.1.8 Upload Account Request Form

Institute/Center (IC) Coordinators can upload the NIH Account Request Form or an IC-specific
account request form on the Create Account screen when creating a new IMPAC II user account
with roles. The following rules apply:

1. This form is mandatory when creating a new user account.
2. The form can be a Word or PDF document and the size limit is 35MB.

You can download the preferred NIH Account Request formfrom the Inside eRA Point of
Contacts page, or click this link to download it directly: https://inside.era.nih.gov/files/Data-
Access-Request-Form.pdf.

http://inside.era.nih.gov/files/Data-Access-Request-Form.pdf

1. To upload the Account Request Form or an IC specific account request form, click the
Browse button (click here).

Upload Account Request form

© Instructions:
= You can only upload one file.
- If you selected the wrong file, you can change it to the correct file.
» The selected file will be uploaded when you hit the "Create’ button at the bottom of this screen.
= Supported file formats are, PDF, Word, and .msg {email).
- Max file size is 35MB.

| Browse...

Figure 81: Upload Account Request Form Section on Create Account Screen
2. Locate and select the Account Request Form to be uploaded.
Once the form is uploaded the path and file name displays in the text box.

5.1.9 Upload Account Request Form

Institute/Center (IC) Coordinators now have the ability to upload a new or replacement Account
Request Form or an IC specific account request form on the Create Account screen when creating
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anew IMPAC II user account with roles. The following rules apply:

 This form is mandatory when creating a new user account.

e The form must be a Word, PDF, or .msg (email) document and the size limit is 35MB.

If using the Account Request form, it can be accessed on the Inside eRA Point of Contacts web
page via this hyperlink https://inside.era.nih.gov/files/Data-Access-Request-Form.pdf.

1. To upload the Account Request Form or an IC specific account request form, click the
Browse button. (click here)

Upload Account Request form

@ Instructions:
- You can only upload one file.
= If you selected the wrong file, you can change it to the correct file.
= The selected file will be uploaded when you hit the 'Create’ button at the bottom of this screen.
- Supported file formats are, PDF, Word, and .msg (email).
» Max file size is 35MB.

[ Browse...

Figure 82: Upload Account Request Form Section on Create Account Screen

2. Locate and select the Account Request Form to be uploaded. Once the form is uploaded the
path and file name displays in the text box.

3. Click on the Create button to finish.

4. To replace the Account Request form, find the account in the Account Management System,
click the "Manage" button in the Actions Column, and proceed to the bottom of the page.
You will then have the option to view the existing document and to replace it if necessary.
(click to view)

Account Request Form

(-Data-Access-Reguest—Form.gdf!nee

ahis form? | | Click here W4,

Replace Deactivate

Once the form is uploaded the path and file name displays in the text box.
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NOTE: To upload a new or replacement account request form for an existing account, see
Manage Account Request Forms.

5.2 Create System Accounts

Creating system accounts can be performed by Commons, Agency, and external iEdison users.

NOTE: iEdison Agency/ERL and State Department users cannot create system accounts.

For information on obtaining and registering a certificate from a Certificate Provider or Authority,
please refer to one of the following sections in the Web Services Certificate (S2S) Guide:

« Section 2.4.1 for Agency users - internal Agency users should contact their IC Coordinator
to register the certificate; the IC Coordinator is the only one who is authorized to register the
certificate

o Section 2.4.2 for iEdison users - only users with the TTO Admin user role have the
privileges necessary to register the certificate in AMS; iEdison users must work with their
TTO Admin user to register their certificate

o Section 2.4.3 for Commons users - only users with the SO role have the privileges necessary
to register the certificate in AMS; Commons users must work with their SO to register their
certificate

1. To create a system account, perform a search first.
a. Please refer to the Search System Accounts topic.

NOTE: The Create New Account button does not display until a search is performed.

2. To create a system account, click the Create New Account button located below the search
results.

When the Create New Account button is clicked, the Create Account screen displays.
3. Select System for User Type.

When System is selected for User Type, the Create Account screen displays the appropriate fields
that need to be completed for a system account.

Here is a sample Create Account screen with the fields completed.
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AMS

Manage Accounts Change Password

Q
(a1
B
=4
=

Create Account @

E‘_\_'I_fé‘lﬂ.‘c are required unkess they e marked (Cptona '_)

User Information

User Type

Sysiem v

Primary Organization

Universiy of Califomia Los Angeles

Certificate Information
Centificate Owner 0
Iniv of CA - LOS Angeles
Certficate ProviderAutharity
50 Daddy Cenlificate Authorty b
Certificate Serial Number

SB1Z 34567890

Contact Information

Lasi Name First Name Middle Name [Jpfional)
Whiplash Snidely

Email Confirm Email

WhiplashZudla edu Whiplashiucla edu

Showing 1 -1 of total 1

Rele(s) “  Organization(s) = Action
APPLICANT_RETRIEVAL_DATA_SERV University of % Remove
California Los
Angeles

@ am aware of and understand my responsibilities in providing the information pertaining o this system account

Figure 83: Create Account Screen Displaying Creating a System Account

4. Type in the owner in the Certificate Owner field. The Certificate Owner is the
organization who acquired the certificate.

5. Select the appropriate Certificate Provider/Authority from the drop-down menu.

NOTE: Examples of the values that are available for the Certificate Provider/Authority include:
Comodo, Digicert, Entrust, Geo Trust, Go Daddy, InCommon, and Thawte.
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6. Type in the Certificate Serial Number.

NOTE: The Certificate Serial Number format is XX : XX:XX: XX:XX:XX:XX:XX.

7. Complete the Contact Information.

8. Click the + Add Roles button to add the appropriate role(s).
a. Note the role description on the screen when adding a role.

b. See the Add System Roles topic for more information.

9. Select the Agreement check box below the Roles section.

The Agreement check box is mandatory for the user to acknowledge information provided for the
system account. If the Agreement check box is not checked and the Save button is clicked, the

system displays the following error message: User must accept the agreement by checking the
field.

10. Perform one of the following options:
a. Click the Create button to create the account.

b. Click the Clear button to clear the fields on the screen.

The system performs validations when the Create button is clicked. If there are no error messages,
then the system displays the Account Details screen with the following message: Account created
successfully!
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AMS

Manage Accounts  Change Password

@ Go Back

Account Details @

@ SUCCESS

Account created successiullyl

Note: Validate Certificate button will validate
1. If certificate authority is suppored by NIH
2. If the uploaded cerificate details maich the cerificate details entered

User Information

User Type System
User ID SYS_WHIFLASHS 374
Primary Organization University of Califomia Los Angedes

Certificate Information

Certificate Owner Univ of CA - Los Angeles
Certificate Go Daddy Certificate Authority
Provider/Authority

Certificate Serial SBI1234:56:78:90

Number

Contact Information

Name Whiplash, Snidely
Email Whiplash@ucla edu
Roles
Showing 1 -1 of total 1
Role(s) “ Organization(s) s
APPLICANT_RETRIEVAL_DATA_SERV University of California Los Angeles

Figure 84 Create Account Screen Displaying Account Created Message

11. Click the Validate Certificate button to validate the certificate.
a. See the Validate Certificate topic for more information.

12. Click the Manage button to make any additional changes.
a. See the Manage System Accounts topic for more information.

13. Click the Back to Search button to return to the Search Account screen.

5.2.1 Add System Roles

NOTE: The list of roles is dependent on the logged-in user's role.
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1. To add system roles to the account, click on the + Add Roles button on the Create Accounts
screen.

Roles @

[+Add Roles < Add Roles to other org. ]

Figure 85: Add Roles Button on the Create Account Screen

When the + Add Roles button is clicked, the pop-up Add Roles screen displays.
External System Roles

AMS | Add Roles

Organization

University of California Los Angeles

Role(s) (lo muwiti-select, please wse cirl or shift Keys)

APPLICANT RETRIEVAL DATA SERV - Submission Age Data Semvice client
IEDISOM_FILE_TRANSFER_SERV - iEdison Officer Services eRA client
SERVICE_PROVIDER_ROLE - A service provider who can invoke S25 services offered by eRA
SWS_APPLICANT_DATA_SERV - Submission Validation Service clients - Applicants/institutions

Figure 86: Add Roles Screen for External System Roles

Agency System Roles
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AMS | Add Roles

organization

CA - National Cancer Institute

Role{s) (fo muiti-sefect, please use cir or Shift keys)

ACCESS DOC UPLOAD SERV - Role for upload document to Document RESTul Service

DOCSERVICE_AGEMNCY _GET_PCR_SERV - Agency Role for Retneving PCR document through Document Service ~
DOCSERVICE_AGENCY GET_ PS5 _SERV - Agency Role for Retrieving PSS document through Document Service
DOCSERVICE_GET_EADDITTION_SERY - Role for getting eAddtions documents

DOCSERVICE_GET_PCR_SERV - Agency Role for Retrieving PCR document through Document Service
DOC_SERVICE_CERT_ROLE - General cerificate Role for Retrieving documents through Document Service with end user validatio
ERA_PAS_SERV - Role to access the profile 1D, roles, and organization ids based on the provided User account via PAS
IC_ACCESS_GF_METADATA_SERV - IC Role to access the GrantFolder Metadata Service

IC_DOCSERVICE_GETDOC_SERY - Role for retrieving general documents through Document Service for ICs v
IMS_IC_SVC_CONTRACT_ROLE - Role to send contract IDRS to IMS IC web service

Add H&le{sjl

Figure 87: Add Roles Screen Displaying Agency System Roles List

1. Highlight the appropriate role(s).
2. Click the Add Role(s) button.

When the Add Roles(s) button is clicked, the system returns to the Create Account or Manage
Account screen and displays the newly added role(s).

Roles

[+ Add Roles |[x_Remove aur}

Showing 1 -1 of total 1

Role(s) “ Organization(s) % Action
ACCESS_DOC_UPLOAD_SERV ALL

Figure 88: Roles Section on the Create Accounts Screen for Agency Users

3. To add additional roles, click the + Add Roles(s) button. Repeat the steps above.
4. To remove a role click the appropriate Remove button in the Action column.
5. To remove all roles click the Remove All button.

5.2.2 Validate Certificate

When the Validate Certificate button is clicked on either the Manage Account or Account Details
confirmation screen, the system displays the AMS | Validate Certificate screen with hyperlinks to
instructions for the different browsers (i.e. Internet Explorer, Firefox, and Safari, etc.) for uploading
a certificate file.
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1. Perform one of the following options:
a. To validate the certificate, click the Validate button on the Validate Certificate screen.
b. Click the Cancel button to cancel the certificate validation.

AMS | Validate Certificate
Certificate Number: LT:12:34:56:78:90
Certificate Provider: Go Daddy Certificate Authority

NOTE! If your certificate was nol previously uploaded, please follow instructions below
to upload cerificate key file to browser.

- Do not close browser window until all instructions are complete.

- If instructions for a specific browser require a browser restart, please do so.

To Import a Certificate to Browsers
Please follow instructions below to upload cerificale file to browser.

e For Windows IE:

Open Tools

Open Internet options

Open Content tab

Click Certificate button and open Cerificates window

Click Import to start the Certificate Import Wizard

Type the file name cu:mtaming the cerificate lo be imporied or browse and
navigate to the file

7. For more details go to "Learn more about cerlificates” link on the Cedificates
window

. For Firefox:

Please click here for detailed instructions

@ kW=

@ For MAC Safari:
Please click here for detailed instructions

If your cerificate was previously uploaded, please press Validate bution

""'Elil:i.atE.

Figure 89: Validate Certificate Screen

When the Validate button is clicked, the system performs the certificate validation.

If the browser call does go through to the certificate provider, but the details of the uploaded
certificate do not match the details entered in AMS, then the following warning message is
displayed:
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Warning! - This certificate works with eRA systems correctly, but the certificate details
you entered in the account do not match information in the certificate you are trying
to validate. Certificate information in the account must match certificate you are
trying to validate.

Please information on Validate Certificate error messages, please refer to the Error Messages topic.

If there are no validation errors, a second Validate Certificate screen displays the following success
message: Success! Your certification works with the eRA systems as expected.

AMS | Validate Certificate
Certificate Number: 4E:DA96:C1:33.7C6B
Certificate Provider: Go Daddy Secure Certificate Authority

®Success!

Your certificate works with the eRA systems as expected.

1. If you see one of these messages: 'Success!’ or 'Warning?, follow instructions in the
message.

2. If you see any other browser errors, the certificate is not supported by NIH, please
contact the helpdesk.

Figure 90: Validate Certificate Screen Displaying the Success Message
2. Click the Close button to close the screen.

The following audit information is audited and stored in the database:
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o Certificate Number — Certificate Number of the uploaded certificate during validation
o Certificate Provider — Common Name of the uploaded certificate during validation
« Certificate Owner — The Certificate Owner that was entered during validation. The
Certificate Owner is the organization who acquired the certificate.
o Time of Validation — Format: DD/MM/YYYY HH:MM:SS
o Result of Validation Attempt
o Success

o Validation is successful but the certificate details does not match the user entered
details
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6 Manage Accounts

6.1 User Accounts
Once an account is created it can be maintained via the Manage Accounts screen.

o Manage Commons and external iEdison User Accounts

o Manage Agency and iEdison Agency/ERL User Accounts

o Manage State Department User Accounts

6.2 System Accounts
Modifying system accounts can be performed by external and internal (Agency) users.

o Manage System Accounts

For information on obtaining and registering a certificate from a Certificate Provider or Authority,
please refer to one of the following sections in the Web Services Certificate (S2S) Guide:

o Section 2.4.1 for Agency users
o Section 2.4.2 for iEdison users

o Section 2.4.3 for Commons users

6.3 User Accounts
6.3.1 Manage Agency and iEdison Agency/ERL User Accounts

Perform one of these actions to open an account for editing in the Manage Accounts screen:

o Click the Manage button in the Action column of the Search Accounts screen.

« Click the Manage button on the Account Details screen after an account has been created or
edited.

When you click the Manage button, the Manage Accounts screen opens.

Here is the Manage Account screen for an account that is not affiliated with an Agency or Institute:
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ANS

Manage AcCounts

Manage Account @

User Information
Uiser Typa

User ID

MICKEY

Primary Organization

A = Mamonal C-ancer Inslilute

Secondary Ong. Text

Contact Information

Last Hame First Hame
Mouse Mk
Email Confirm Email
il rify v EraDEVE@mal
Roles

Clusters

Cance

0

Mote: Amy changes bo the acoount ane ot saved untl you hit the save Buticn

= For EXAmpE, i you STV SOMmEans, NeShe i nol Sciually AMBaed unll you i the S5ve Dution

Middle Name

Figure 91: Manage Account screen for unaffiliated account

Here is the Manage Account screen for an account that is affiliated with an Agency or Institute.
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Manage Account @ S

Hode: Any changes o the scooent are not saved unil you hi the save weiton.
= For muampks, [ you aMiste oomecne, ha'che i nm actualy affilses miy poc Al the sawe buton,

All felds are required uniess they're marked (Oioticnal
User Information
User Typa
Agency L
BRA User i
CALAGAN_TEET
UseriD
DAL AGAN A
Primnary Onganlmbon
00~ Office of the Direchor, Mabonal Institules. of Hesith =

Becondary Org. Texf (Dotonal

Contact Information [& View Full Profile ]

Laxt Mams Finct Mams Widdis Hems
Daingan Anbon

Emall Coafirm Emall
eragniin goy armdriln gow

Roles @

+ Agd Aciea | M Usaflisie

Bhowing 1 - 10 of tofad 228

Fitber:

Ehow | w w |perpage E n I3 4 = i
Rale{s) “  Organizetion]c] & Aobon
ACR_DRR_CHIEF_INT_AGEMCY_ROLE 1-HIH
ACR_DRR_CHIEF_ROLE 1-HIH
EADE_READ EMWV_ROLE Ermor - Ead Daia
SADE_READ_EMW_ROLE Ermor- Eed Dats
o0 _PROGRAM_OFFICIAL_ROLE EF - Naticnal Instiute of Environmeninl Heafth Ecienoss H AmToes
o0 _PROGRAM_OFFICIAL_ROLE HO - Eunio= Kennady Ehrbver Netomal Instfobe of Chid Health & Human Devslopment | 2 Qemows
DO _FROGRAM_DFFICIAL_ROLE CE - Divisicn of Cancer Blaiogy and Dlagnosis R Te—
o0 _PROGRAM_DFFICIAL_ROLE HE - Mafional Heart and Lung insthste LT
0 PROGRAM_DFFICIAL_ROLE LAR - Wultiple Reviewsd Projeds H FAmmoes
0 _PROGRAM_CFFICIAL_ROLE D1 - N Big Duate bo Knowiedge inftiathe LT

Clusters (Opfionai)

+ Acd Chunier

Account Request | Change Form (Cptionai] 6

| rowsE.. .

m Cance Ceachvmz
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Figure 92: Manage Account screen for affiliated account

you can create an affiliation for accounts that are either not currently associated with an institution,
such as an account that has only the Internet Assisted Reviewer (IAR) authority role, or for
accounts that need to be associated with multiple institutions.

NOTE: Users with the AA or SO role can create affiliations for their organization only.

You can perform the following actions in this screen:

o To view the profile, click View Full Profile.
a. Please refer to the Person Administration topic in the Person Search online help for
more information.

« Edit the User Information as needed. (Note that Fields that are grayed out cannot be edited.)
o To add roles click the Add Roles
a. For more information, see Add Roles.

« To affiliate the account with an agency or IC, click Affiliate.
a. For more information, see Affiliate Account.

o To remove one or more of the account's affiliations, click Unaffiliate.

. a. For more information, see Unaffiliate Account.

o To upload an Account Request/Change Form, click Browse and navigate to the file.

o a. For more information, see Manage Account Request Forms.

o To deactivate an account, click Deactivate.
a. For more information, see Deactivate Account.

When you are finished in this screen, click Save to save the changes or click Cancel to discard the
changes.

When you click Save button, the system displays the following confirmation message.
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AMS

Manage Accounts Manage IRG Clusters

Account Details @

@ SUCCESS

Account was updated successiully!

User Information
User Type Agency

User ID CASESUE
eRA User 1D INT_CASES_306
Primary Organization CA = National Cancer Institute
Secondary Org. Text
Contact Information

Hame Case, Sue
Email eraDEV@mail nih.gov

Roles @
Showing 1 - 1 of total 1
]
Role(s) = QOrganization(s) =
GM_MANAGER ROLE CA - National Cancer Institute
Clusters
Showing 1 - 1 of total 1
Filter:
Show 10 |w| perpage ! n
Hame “~ Description % Chief?
CA CA Cluster No

Back to Search )

Figure 93: Account Details screen confirmation message

Other Actions:

o To return to the Search Accounts screen displaying the previous search results, click Go
Back .

« To edit the account's information, click Manage.

o To return to the Search Accounts screen to enter new search criteria, click Back to Search.

6.3.2 Manage Commons and External iEdison User Accounts

NOTE: Managing Commons user accounts is also applicable to external iEdison user accounts.
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The following roles can manage accounts:

o Account Administrator (AA)
o Administrative Official (AO)
« Business Official (BO)

« Signing Official (SO)
e TTO Administrator

1. Perform one of the following steps to edit an account:

a. Click the appropriate Manage button in the Action column on the Search Accounts

screen.

b. Click the Manage button on the Account Details screen after an account have been
created or saved (edited).

When the Manage button is clicked via either option, the Manage Accounts screen is displayed.

Here is the Manage Account screen with an account not affiliated with an Organization or

Institution.

ANS

Manage Accounts

Manage Account @

User Information
User Type

User D

DoRsghtDudley

Primary Organization

San Diego State Liniversity

Contact Information
Last Name

CoRight

Email

eRATest@mail nih. gov

Roles @

[+ Affiluate ..

B

Mote: Amy changes 10 the account are not saved until you hit the save bution

- For exampie, if you amiiale someone, Meshe i3 nol actually amiiated wnbl you hif the save burton

First Nama

Dudley

Ceonfirm Email

eRATes V. gov

Reset Password
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Figure 94: Manage Account Screen Displaying a Non-affiliated User Account

Here is the Manage Account screen with a user account affiliated with an Organization or Institute.

AMS

Manage Accounts Change Password

Manage Account @

Mote: Amy changes 1o the account are not saved until you hit the save button

- For exampie, if you afiiale someone, Meshe i3 nol actually amiiated wnbl you il the save burton

User Information
User Type

User ID

BONDJOOT

Primary Organization

University of Calfornia Los Angeles

Contact Information

Last Name First Mame Middle Name
Bond James
Email Confirm Email

eraTest@mail nih.gov eraTest@mail. nih.gov

Roles

|+ Acd Rotes || unattiiats |

Showing 1 -1 of total 1

Role(s) “ Organization(s) * Action

AR University of California Los Angeles

Resel Passwond

Figure 95: Manage Account Screen Displaying an Affiliated Account

An affiliation can be created for accounts that are either not currently associated with an institution,
such as an account solely with the Internet Assisted Reviewer (IAR) authority role, or for accounts
that need to be associated with multiple institutions. Users with the AA or SO role may create an
affiliation for their organization only.

NOTE: Administrative roles such as SO, AA, AO, etc., cannot be combined with Scientific roles
such as PI, TRAINEE, ASST, etc.

Manage Accounts 97 September 19, 2016



Account Management System (AMS)

NOTE: Only accounts with IAR, PI, TRAINEE, POSTDOC or SPONSOR roles may have
multiple affiliations. If an account has any roles in addition to these, the affiliation cannot proceed.

NOTE: Fields grayed out cannot be edited.

Perform one or more of the following steps :

1. Edit the Email addresses, if necessary.

2. To add or delete roles click the + Add Roles button.
a. For more information, please refer to the Add/Delete Roles topic.

3. To affiliate an account with an organization, click the Affiliate button, if displayed.
a. For more information, please refer to the Affiliate Account topic.

4. To unaffiliate an account, click the Unaffiliate button, if displayed.
a. For more information, please refer to the Unaffiliate Account topic.

5. Perform one of the following options:
a. Click the Save button to save the changes.

b. Click the Cancel button to clear the fields.

When the Save button is clicked, the system displays the following message on the Account
Details screen: Account was updated successfully!.
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AMS

Manage Accounts

Account Details @

@ SUCCESS

Account was updated successhullyl

User Information

User Type  Commons
User ID DORIGHTDUDLEY
Primary Organization  University of Califomia Los Angeles

Contact Information

Hame Doright, Dudiey
Email eRATest@mail.nin gov

Roles @

Showing 1 -1 of total 1

Role(s) “  Organization(s) ]

University of Calfornia Los Angelkes

Ay

Figure 96: Account Details Screen Displaying Successful Message

6. Perform one of the following options:
a. To return to the Search Accounts screen displaying the previous search results, click

the Go Back hyperlink.
b. To edit the account's information, click the Manage button.
c. To return to the Search Accounts screen to enter new search criteria, click the Back to

Search button.

6.3.3 Manage State Department User Accounts
1. Perform one of the following steps to edit an account:
a. Click the appropriate Manage button in the Action column on the Search Accounts

screen.
b. Click the Manage button on the Account Details screen after an account have been

created or saved (edited).

When the Manage button is clicked via either option, the Manage Accounts screen is displayed.
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AMS

Manage Accounts

Manage Account @

MNote: Ay Changes 10 the 3ccount are not saved until you hil the save bution ‘

- For exampie -‘.LDU affiiale someone, hedshe is nol actually arfiiiated il YOu Rl e Save Durton

User Information

User Type

User ID

RHOADESDUSTY

Primary Organization

s Depar

ent of State

Contact Information

Last Name First Mame Middle Name
Rhoades sty

Email Confirm Email
eRATest@mail nih. gov eRATest@mail nih gov

Roles @

Showing 1-1 of total 1
Role(s) “ Country % Action

FACTS_SDC_MGR_ROLE South Afmca [5( Remaove |

Figure 97: Manage Account Screen for State Department Users

NOTE: Fields grayed out cannot be edited.

Perform one or more of the following steps :

1. Edit the Email addresses, if necessary.

2. Click the + Add Countries button to add countries.
a. For more information, please refer to the Add/Delete Countries topic.

3. Click the Remove button to remove a country from the list in the Roles section.

Click the Reset Password button to reset the user's password.
a. Please refer the Reset Password topic for more information.
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5. Perform one of the following options:
a. Click the Save button to save the changes.

b. Click the Cancel button to return to the 4Account Details screen.

When the Save button is clicked, the Account Details screen displays with the following message:
Account was updated successfully!

AME

Manage Accounts

Account Details @

& SUCCESS

ACcount was updated successiultyl

User Information

User Type State
User ID RHOADESDLUSTY
Primary Organization U.s. Department of State

Contact Information

Name Rhoages, Dusty
Email eRATEsUE@maIl nih.gov
Roles @
Showing 1 -1 of total 1
Role(s) “ Country =
FACTS_SDC_MGR_ROLE South Africa

Figure 98: Account Details Screen for State Department Users

6. Perform one of the following options on the Account Details screen:
a. To return to the Search Accounts screen displaying the previous search results, click
the Go Back hyperlink.
b. To edit the account's information, click the Manage button.
c. To return to the Search Accounts screen to enter new search criteria, click the Back to
Search button.
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6.3.4 Manage Account Request Forms

IC Coordinators now have the ability to upload new or revised account request forms from the
Manage Account screen.

Guidelines:

o The form must be a Word, PDF, or .MSG (email) document and the size limit is 35MB.
e You can use the standard NIH Data Access Request Form or another account request
document as required by your IC.
o Download the NIH Data Access Request Form here:
https://inside.era.nih.gov/files/Data-A ccess-R equest-Form.pdf.

Follow these steps to upload an account request form:

1. Open the account in the the Manage Account screen.

2. Click the Browse button at the bottom of the Manage Account screen, as shown here:

Clusters [Opfianal)

+ Bcd Chunien

Account Regquest { Change Form (Cptionail @&

| Srowse... -

m : i

Denciimie
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3. Navigate to the document you want to upload and click Open, as shown here:
i

2 Choose File to Upload
foceiments p'

@'\_.ﬁ"l J v acct documnents v [+ | [ Search acet doc
=~ 0O 8

Grgumz: - Plew folder

r Mlame Date modried

i Favorites

BE Desktop L_| AMS_IG B/0/2006 8:20 A File
i Data-Access- Request-Forma.pdf B/I0/2016 938 AM Adobe Ag)
@ Data-Access-Request-Form.doce

& Dewnloads
1= Recent Places

1002016 S44 AM Microscft

Al Libraries
&) Docurnents
! Music

= Pictures

E Videos

F

File name: Data-Access-Request-Form.doce = Al Files (1) "']
l Open |TI l Cancel ]

. 1 [ m
1 Cnsanter x

F,

4. The file you selected appears in the Account Request/Change Form text box, as

shown here:

Account Request / Change Form {(Optional) @

Browse...

l lc:Wsers\mekennaws\Deskton\Data-Access-Reauest-Form.docx

Save Cancel

5. Click Save to upload the file; or click Browse to select a different file, or click Cancel
to cancel the upload.

When you click Save, the system displays a confirmation message and the uploaded file
appears in the Account Request/Change Form display, as shown here:
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Account Request / Change Form (Opfional) @
Showing 1 - 3 of total 3

Version # = Uplcaded Date » Uploaded File Name = Uploaded By =
3 2016-08-10 Data-Access-Reguest-Form3.docx MCKEMMAE_ 40
2 2016-03-10 Data-Access Request-Form2 pdf | MCKENMAB_40
1 2016-08-10 Data-Access-Regquest-Form.docx MCKENMAE_40

Upload a new version

| Browse...

Cancel

If one or more account request forms have been uploaded previously, they will be listed in
this display with a sequential version number, the upload date, the file name and the name of
the user who uploaded the file.

6.3.4.1 Other Actions

o To view an uploaded form, click on the file name.

o To upload a new version of the form, click the Browse button and repeat the above

procedure.

6.4 Manage System Accounts

Modifying system accounts can be performed by Commons, Agency, and external iEdison users.

NOTE: iEdison Agency/ ERL and State Department users cannot create or manage system
accounts.

For information on obtaining and registering a certificate from a Certificate Provider or Authority,
please refer to one of the following sections in the Web Services Certificate (S2S) Guide:

o Section 2.4.1 for Agency users
e Section 2.4.2 for iEdison users

o Section 2.4.3 for Commons users

Perform the following steps:
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1. To manage a system account perform a search.
a. See the Search for System Accounts topic for more information.

2. Click the Manage button in the search results for the appropriate system account.

When the Manage button is clicked, the Manage Account screen displays.

NOTE: Fields grayed out cannot be edited.

Primary Organization

SM - Center for Mental Health Services hd & GoBack

MNote: Any changes to the account are not saved until you hit the save button.
- For example, if you affliate someone, he'she is not actually afflisted until yvou hit the save button.

All fields are required unless they're marked (Cpotional)

User Information
User Type

System ~

Primary Organization

SM - Center for Mental Health Services w

Certificate Information
Certificate Owner €

NOW4LCO 27619 TENCPHEE

Certificate Provider/Authority CN €

RAPIDSSL CA v

Certificate Serial Number

MNOEJ4LQrL 2. Z6:19.T6:NC.PH.8E

Contact Information

Last Name First Name Middle Mame
Voldemort Chillen Test

Email Confirm Email
‘Voldy@HaveNoMose.edu Voldy@HaveMoNoze.edu

Roles @

+ AddRoles |+ Add Roles to other org.

Showing 1 -1 of total 1

Role{s) = Organization(s) = Action
DOCSERVICE_GET_EADDITTION_SERV AA - National Instifute on Alcohol Abuse and Alcoholism x Remove
Save Cancel Deactivate
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Figure 99: Manage Account Screen for Commons Management Staff

AMS | ICAOMIN

Manage Accounts Maintain Profiles

& Go Back
Manage Account @

Mote: Any changes 1o the account are not saved until you hit the save bution
- For exampie, if you amiiale someone, Meshe i3 nol actually amiiated wnbl you il the save burton

User Information
User Type

wslerr -

Primary Organization

SM - Canter for Mental Health Services hd

Certificate Information
Certificate Owner @

MNIH - NCI

Certificate Provider/ Authority

GO Doy Canmifcate AUthority W

Certificate Serial Number

JB1234:5678:90

Contact Information

Last Name First Name Middie Name
Smoe Jim

Email Confirm Email
eraDevi@mail nib gov eraDevi@@mail nih gov

Roles

[+ Ao Rtes | [ Remave aa]

Showing 1 - 1 of total 1

Releis) “ Organization(s) = Action
IC_DOCSERVICE_GETDOC_SERV ALL X Remove

Cancel

Figure 100: Manage Account Screen for Agency Management Staff

3. Edit any non-gray fields.

4. To add roles, click the + Add Roles button.
a. See the Add Roles topic for more information.

b. See the System Roles topic for information on the different system roles.
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5. To remove a role, click the appropriate X Remove button.
6. To remove all roles, click the X Remove All button.

7. For internal (Agency) users ONLY click the Deactivate button to deactivate an account.
a. See the Deactivate Account topic for more information.

8. Perform one of the following options:
a. Click the Save button to save the changes.

b. Click the Cancel button to cancel the changes.

When the Cancel button is clicked, the Account Details screen is displayed.

When the Save button is clicked, the Account Details screen displays with the following message:
Account created successfully.
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AMS

Manage Accounts  Change Passwond

Account Details @

& Go Back

@ SUCCESS

Account was updaled successiullyl

Mote: Validate Certificate button will validate
1. If cerfificate authority is supported by NIH
2. ITihe uploaded cerificate details maich the certificate detalls enterad,

User Information

User Type System
User ID SYS_SMARTG_439
Primary Organization University of California Los Angeles

Certificate Information

Cartificate Cwner NCI

Cartificate Go Daddy Certificale Authority
Provider/Authority

Certificate Serial PBI12:34:56:78:90

Number

Contact Information

Hame Sman, Get
Emiail etalevi@mail nih gov
Roles

Role(s)

APPLICANT_RETRIEVAL_DATA_SERV

Back to Search

‘ vahdate Certificate l

Showing 1 -1 of total 1
“  Organization(s) &

University of California Los Angeles

Figure 101: Account Details Screen for Commons Management Staff
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AMS  ICADMIN

Manage Accounts. Mainiain Profiles

Account Details @

@ SUCCESS

Account was updated successiuliyl

MNote: Validate Cenificale bulton will validate
1. If certificate authority is suppored by NIH
2. Ifthe uploaded cerificate details match the certificate detais entered

User Information

User Type System
UseriD SYS_SMOEJ 681
Primary Organization National Cancer Institute

Certificate Information

Certificate Owner NIH - NCI

Certificate Go Daddy Cerlificate Authority
Provider/Authority

Certificate Serial JE12:34:56 T8 90
Number

Contact Information

Name Smoe, Jim
Email eraDev@mail nih.gov
Roles
Showing 1 -1 of total 1
Role(s) “  Organization(s) =
IC_DOCSERVICE_GETDOC_SERWV ALL

Manage Back to Search

Figure 102: Account Details Screen for Agency Management Staff

9. Perform one of the following options on the Account Details screen:
a. If the certificate needs to be validated, click the Validate Certificate button.
1. See the Validate Certificate topic for more information.

b. To return to the Manage Accounts screen, click the Manage button or the Go Back
hyperlink.

c. To return to the Search Accounts screen to enter new search criteria, click the Back to
Search button.
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6.5 Affiliate Account

External Users

NOTES:

o Only accounts with scientific roles such as PI, SPONSOR, POSTDOC, ASST, etc.,
are permitted to be affiliated with more than one institution.

o Accounts with administrative roles (SO/AO, AA, BO, TTO Admin, TTO User) can
belong to one institution only.

« Further, if a user leaves (unaffiliates) an administrative role at one institution, that
account cannot be affiliated to a different institution in any administrative or scientific
role: The user needs to create a new account to use with the new institution.

« Additionally, you cannot remove administrative roles from an existing account in
order to add a scientific role instead: Once a user has held administrative role, he or

she must create a new user account to use in another role.

1. To affiliate an existing account with an organization, search for the user in AMS and select
the Manage button in the action column of the search results.

2. Click the Affiliate button under Roles on the Manage Account screen. (click to view)
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Manage Account @ GGo Back

Mote: Any changes to the sccount are not saved until you hit the sawe button.
- For example, if you affifate someone, hedshe is nof actually aflisted uniil you it the save bulfon

User Information
User Type
Commans W
User 1D
XAVIERKNIGHT

Primary Organization

Children

Contact Information

Last Name First Name Middle Name
Knight XAVIER
Email Confirm Email
eRATest@mail nih.gov eRATest@mail.nih.gov
Roles @
& Aliaka
Showing 1 - 2 of total 2
Ruole(s) * Organization(s) @ Action
Fl Children’s Hospital Corporation
POSTDOC

Children’s Hospital Corporation

m :ancEI

When the Affiliate button is clicked, the Add Roles screen displays.

NOTE: The list of roles is dependent on the logged in user's role.
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AMS | Add Roles

Organization

University of California Los Angeles

@OIIES} (to muiti-select, please use cirl or shift JreysD

AA - Accounts Administrator

AD - Administrative Official L
ASST - Pl Assistant

BO - Business Official

FCOI - External FCOIl Officer

FCOI_ASST - Financial Conflict of Interest (FCOI) External Assistant role

FCOI_WVIEW - Financial Conflict of Interest (FCOI) External View role

FSR - Financial Reporting users

GRADUATE_STUDENT - Graduate Student v
PACR - Public Access Compliance Role

(C'IDS:E Add Ftl'_‘lhil:s

Figure 103: Add Roles screen

1. Highlight the appropriate role(s).
2. Click the Add Role(s) button.

When the Add Role(s) button is clicked, the role is added and the Unaffiliate button is displayed
in the Roles section on the Manage Account screen.

Roles

Showing 1 -1 of total 1
Role(s) “  Organization(s) +  Action
Ad

University of California Los Angeles. | x Remave

Figure 104: Roles section on the Manage Account screen

Agency Users

When a role is added for an agency or IC user at account creation time, the account is considered

affiliated with that agency or IC. For information on adding roles, please refer to the Add Roles
topic.
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6.6 Unaffiliate Account
6.6.1 Commons Users and Agency Users

1. To unaffiliate an account, click the Unaffiliate button in the Roles section on the Manage
Account screen.

When the Unaffiliate button is clicked, an Account Unaffiliation pop-up screen displays.

AMS | Account Unaffiliation

You are about o un-affiliate this account from your organization, which is the last
organization this individual is affiliated with. Do you want 1o proceed?

Yes

Figure 105: Account Unadffiliation Screen

2. Perform one of the following options:
a. Click the No button to cancel the unaffiliation.

b. Click the Yes button to unaffiliate the account.

When the Yes button is clicked, the all roles assigned to the account are removed and the Affiliate
button appears in the Role section on the Manage Account screen.

Roles

Figure 106: Affiliate Button in Roles Section on Manage Account Screen

6.7 Deactivate Account

When you click the Deactivate button in the Manage Account screen, the Deactivate Account
screen opens, .
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AMS | Deactivate Account

You are requesting to deactivate this account. You must specify comments which will be
communicated to the owner of the account describing your actions.

Comments

)

Figure 107: Deactivate Account Screen

1. Enter a comment (mandatory).

NOTE: The Deactivate button is grayed out until a comment is entered.

2. Then click Deactivate to deactivate the account or click Close to close the screen.

When you click Deactivate, the system removes the mapping between the NIH/Agency User ID
and the eRA User ID, removes all assigned roles, and sends an email notice to the account owner
that includes the text you entered in the Comments field. The account will no longer appear in
account-search results.

6.8 Reactivate or Unlock Account
6.8.1 Commons Users and Agency Users

Follow these steps to reactivate an account that has been deactivated by an administrator, or to
unlock an account that has been locked due to inactivity.

1. Open the account in the Manage Account screen.

2. If an account is deactivated, a Reactivate button will be present at the bottom of the Manage
Account screen, as shown here. Click this button to proceed.
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Roles @

# Add Roles | ¥ Add Roles 1o othes erg. || o Unaffilate

Showing 1 - 1 of total 1
Roleis) = Organization(s) = Action

AA Dynet Technology, Inc. | xRemove

m Cancel Reset Password Reaclvate

2.a If an account is locked due to inactivity, an Unlock button will be present at the bottom
of the Manage Account screen, as shown here. Click this button to proceed.

Save Cancel Unlock

3. When you click Reactivate or Unlock, the Reactivate Account or Unlock Account screen
opens, as shown here.

AMS | Reactivate Account §

Yo are requsshng 10 reacireaté tns SoC0an Yisaa st '_-|;;r_--'_'|.‘\.l eodnirnenlts wihsch will be
communicated 10 the owner of the actount descn LA your achons

Comments

Deactvaled unmapped account

Figure 108: Reactivate Account screen
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AMS | Unlock Account @

Yiou are requesting fo unlock this account. You must specify comments which will be
communicaied to the owner of the account describing your actions.

Comments

Deactivated by AMS Job due to inactivity. Reactivated at user's request

Close Unlock

Figure 109: Unlock Account screen
Figure 110:

4. In either screen, take these steps:

a. Mandatory: Enter comments in the comments field to inform the user about this action.
b. Click Reactivate or Unlock to reactivate/unlock the account, or click Close to cancel.

When you click Reactivate or Unlock, the system reactivates/unlocks the account and displays a
confirmation message, as shown below.

The account owner receives an email notice that includes the text you entered in the Comments
field.
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Account Details @ ®Go Back

& SUCCESS

Account has been reactivated succassfully!

User Information

User Type Commons

User ID aritekja

Primary Organization Fenwav Technology, Inc.

Contact Information

Name

Email eRATest@mail.nih.gov

Roles @
Showing 1 - 1 of total 1
Role(s) = Organization(s) =
AR Ferway Technology, Inc.

m Back fo Search

Figure 111: Reactivate confirmation message
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7 Change Password

NOTE: The Change Password functionality is for Commons Management Staff and external
iEdison users only.

1. Perform one of the following options:
a. For external iEdison users, click the Change Your Password hyperlink on the Main
Menu screen.

b. For Commons users, click the Change Password tab.

Modify Your iEdison Account Information

il Change Your Password ¥
. ange Your User Preferences

Figure 112: iEdison Main Menu Screen Displaying Change Your Password Hyperlink

ent of Health & Human Services ) www.hhs.gov

Wielcome: Lana Song
OFR ) D SHORTSMM
) A Commons NlH Q-),- nsttution; UNNERSITY OF CALIFORMIA LOS ANGELES
A program of the National Institutes of Health Roles: 50

Lt | Contaci Vs | Helo

Home ETLIEN Institution Profile  Personal Profile  Statws  RPPR xTraim  xTRACT  Admin Supp  @RA Partners

Accounts  Delegations

Account Managemeni  Advanced Search  Change Password

Account Administration

The Accound Admimisiration sub-menu allows users bo perform accounts mainbenance acconding io their privileges. Sub-menus are vizible o ihose users with appropriate privibeges

Figure 113: Commons Menu Tabs Displaying the Change Password Tab

For iEdison users, when the Change Y our Password hyperlink is clicked, a pop-up screen
displays.

Message from webpage

'“-.I This link will take you to the eRA Account Management System to n
¥ manage accounts,

| ok || Cancl

Figure 114: Accessing AMS Pop-up Screen
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When the OK button is clicked on the pop-up screen or the Change Password tab is clicked, the
Change Password screen displays in a separate browser window.

AMS

Manage Accounts

Change Password @

© INFORMATION!

= Al least eight (8) non-blank characters in kength

= Musi Contain a mixiure of letlers, numbers and Special characlers, " ~ 1@ #S % ({)-_=+[]{}I\':;"<>,. 7/
= First and last characters cannot be numbers

= Cannot contain usemans

= Cannot be reused within one (1) year

Current Password:
New Password:

Confirm New Password:

Figure 115: Change Password Screen

2. Enter your Current Password.

3. Enter a New Password.

4. Type your new password a second time in the Confirm New Password field.
5

. Perform one of the following options:
a. Click the Save button to save the changes.

b. Click the Clear button to clear the fields.

Use your new password the next time that you log into Commons or iEdison.
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7 Reset Password

NOTE: The Reset Password functionality is for Commons Management Staff, State
Department Staff, and external iEdison users only.

1. To reset a user's account password, click the Reset Password button located in the lower
right side on the Manage Accounts screen.

When the Reset Password button is clicked, the pop-up Resent Password screen displays and an
eMail Notification is sent to the appropriate user.

AMS | Reset Password

Password for this account has been reset successfullyl. An email with temporary password
was sent to the account holder.

Close

Figure 116: Reset Password Screen

2. Click the Close button to close the screen.
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8 IRG Clusters

The AMS module provides the ability to manage and create IRG (Integrated Review Group)
clusters, committees and SEPs for a given IC.

The User Administration (UADM) module can also be accessed to manage IRG clusters, but that
is the only functionality in UADM.

NOTE: This feature is only accessible for the IRG CLUSTER SECURITY ROLE. Any of the
three roles, UADM QUERY ROLE, UADM USER ROLE, UADM ADMIN ROLE must exist
m addition to IRG CLUSTER SECURITY ROLE on the user account to maintain IRG clusters.

Please refer to one of the topic below for more information:

o Manage IRG Clusters
e Create IRG Clusters

o Create New Super Clusters

8.1 Manage IRG Clusters

1. Click the Manage IRG Clusters tab to access the Manage IRG Clusters screen.

AMS

Manage Accounts {Manage IRG Clusters }

Search Accounts @

Figure 117: AMS Tabs Displaying the Manage IRG Clusters Tab

The Manage IRG Clusters screen displays. The user’s Institute name is shown on the top of the
screen. If there are multiple assigned IC mapped accounts, then all ICs are displayed in the drop
down list.
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Manage IRG Clusters

Gslil"w [CA-NATIONAL CANCER INSTITUTE | [ Gat Clusters )

Clusters:

3 items found, displaying all items

1
[ Create New Cluster |
s [ Create Now Super Cluster |

Custer Description

CACluster
Committees
SEPs

Figure 118: Manage IRG Clusters Screen

2. To obtain all clusters for an IC, select the IC from the pull down menu.
a. Click on the Get Clusters button.

The system displays all the existing clusters for the selected IC in ascending order based on the
cluster code. See the above screen print.

3. To delete an IRG Cluster Component, select the appropriate check box and click the Delete
button.

When the Delete button is clicked, the system displays the following prompt message : Are you
sure you want to delete the selected cluster(s)? All cluster components will be deleted as well.

Message from webpage —" ﬁ

I.-*"'_"“-.I Are you sure you want to delete the selected cluster(s)? All cluster
Y components will be deleted as well.

( ok || cance|_D

Figure 119: Delete Cluster Pop-up Message Screen

If the system determines that the IRG Cluster being deleted is assigned to one or more accounts,
then the following pop-up prompt message appears: Selected cluster(s) are assigned to existing
accounts. All cluster components and their association will be removed for all accounts. Are you
sure you want to delete the selected cluster(s)?
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Message from webpage || s

j ) Selected cluster(s) are assigned to existing accounts, All cluster
' components and their association will be removed for all accounts. Are
you sure you want to delete the selected cluster(s)?

N

| ok || Ccancel

Figure 120: Delete Cluster Pop-up Message Screen for Existing Accounts

4. To maintain an IRG Cluster, click the appropriate Manage Clusters Components
hyperlink. See the above Manage IRG Clusters screen print.

The system displays the Manage Cluster Components screen with the appropriate information
associated to the cluster and its components. The All Committees and SEPs are sorted in
alphabetical order.

For more information on this screen, please refer to the Manage Cluster Components topic.

Manage IRG Clusters

Manage Cluster Components

* indlicates required flelds [ Croate Hew |
IC [Ga Cluster Code: [cp | Cluster Description:* [SEpy,
Super Cluster(s)
Al IC Comamitians:
IRG/SRG Flex
acoe Components:
. ~ SRG Flax SRA Flex  SEP Dafer
e zca1 SRAE 3 N
Be 2CA1 SRRB 5
i 1 | zcas SRAB :
BaRA 0 | zea SRRE T
— 7 | zea SRRE  C
[ cazs 0 | zea sRAB
[ 2 0 | zea SRAB K
G - [ | zcar SRR L
b il 0 | zeat SRR i
0 | zea SRRE T
SEPS: 1 | 2c41 SRR X
3RADon o | zeas SRAB Y
Yy cwo :
(_\ - A 0 | zea SRE 0
= - ]
U 0 | zear RTRE z
GRE 1 ; v
[ 4 2ca1 RTRE R
GRE 2 -
GRB 3
GRB 4 | Dedate |
GRE 7 "
GRB 8
GRB a
A W
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Figure 121: Manage Cluster Components Screen

5. To create a new cluster or super cluster, click the Create New Cluster or Create New
Super Cluster button.
a. For more information, please refer to the Create IRG Clusters or Create New

Super Cluster topic.

8.2 Create IRG Clusters

The Account Management System (AMS) provides the ability to create IRG clusters by assigning
committees and SEPs for a given IC. This feature is only accessible for the IRG CLUSTER
SECURITY ROLE.

The following business rules apply:

The system always provides the latest list of [C CMTES and SEPs.
The Cluster Code and the Cluster Description cannot be blank.

At least one component must exist for a cluster.

The SEP Defer must be selected for one component.

A

Required fields are asterisked. The required fields are: Cluster Code, Cluster Description,
and Components.

There are two different ways to access a blank Manage Cluster Components screen to create an
IRG cluster.

1. For the first way, select the Create New Cluster button from the Manage IRG Clusters
screen.

Manage IRG Clusters

Institute: | CANATIOMAL CANCER ISTITUTE

Clusters:

3 fems found, displaying 3l Rems.

1
Select Cluster Code  Chuster Description Action Craate Now Cluster
cA CAChuster Manage Clusler Compengnts

CA Commitleas Mlanag g6 Clisler Componants Create New Super Cluster

CA SEPs Manago Clusler Componants

Manage Clusler Lompongnts

Dalata

Figure 122: Manage IRG Clusters Screen Displaying the Create New Cluster Button
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2. The second way is to click on the appropriate Manage Components hyperlink under the
Action column on the Manage IRG Clusters screen.

NOTE: This hyperlink should be used when editing existing cluster components.

[iaanage 176 Custers |
Manage IRG Clusters

Insttute: [ A NATIONAL CANCER INSTITUTE

Clusters:
3 ikems found. displayang all items.
i

Select Cluster Code Clusier Description Créate Néw Cluster

CA CA Clusher
] CA Commifiees Croate New Super Cluster
Ch SEPS Manage Clyster Componants
Deolete

Figure 123: Manage IRG Clusters Screen Displaying Manage Cluster Components Hyperlinks

The system displays the appropriate Manage Cluster Components screen completed with the
existing cluster and its components information.

3. Click the Create New button.
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Manage RG Clusters

Manage Cluster Components
* nicates roquired Boics
ICr[ca Cluster Cote: [ Chuster Description: * [gEp
Super Chuster(s)
AN IC Committesas:
IRGISRG Flex
ace aad > | Components
~ ! SRG Flex  SRA Flex  SEPDefer
e zcAl SRRE 1 @
ap Audd as SEP > T e g L
BaA zCA1 SRRE 5
B zca1 SRRE 7
gsA8 2041 SRRE ¢
cues zcA1 SRRE E
Cal 2041 SRAB K
il zcA1 SRRE L
W
o zca1 SRAB u
ZCA1 SRRE T
SER — — 0 zem SRRE X
s
. R
CLD Add > ZeM = I
~ ! ZcAl SRC
FAR 1
y 2cA1 RTRE z
GRE 1 SRC 99 > J )
O zZem RTRB [
GRE 2
=] 3
GRe 4 Detete
GRE T - .
GRE g
GRE 5
GRE O
Save | Reset

Figure 124: Manage Clusters Component Screen

For either way, the system displays a blank Manage Cluster Components screen. The system
always provides the latest list of IC Committees (CMTES) and SEPs sorted alphabetically.

For more information on this screen, please refer to the Manage Cluster Components topic.
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[anage 6 Clusters ]

Super Cluster(s)

AR IC Committoes:
IRG/SRG

ACDC
AZAP
BP
B3A
B3AA
B3AB
CACS
CAl
Gl

CAN

SRA Des

S

GRB
GREB
GRE
GRB
GRE
GRB
GREB
GRB

Manage Cluster Components

* ingicates required Selds

Flex

L= LA W Clustes Codie Chister Deschipion: *

Add > Components:
-~ SRG.

Audd as SEP >

Addd >

SRC 99 =

Flex  SRA

Create New |

Flex  SEP Datar

['Sa\-u Clear I

Figure 125: Manage Clusters Component Screen

8.3 Create New Super Cluster

Super Cluster allow Internet Assisted Review (IAR) and Peer Review )REV) users to access most
of the meetings as long as the meeting's cluster is within the Super Cluster.

When the Create New Super Cluster button is clicked on the Manage IRG Clusters screen, the
Manage Super Cluster screen displays.

NOTE: Required fields are noted by a red asterisk.
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Manage Super Cluster

* indicates required fiedds Croate New |

G Ch ~| SuperChuster Code: Sper Cluster Description: * )

Al Cligbirs:

Code Description Selectod Clastors:

CA CA Cluster lodd > Code Description
1 |ea Commitlaes .

ca SEPS

Figure 126: Manage Super Cluster Screen

1. Complete the appropriate information.

2. Perform one of the following options:
a. Click the Save button to save the changes.
b. Click the Clear button to clear out the data.

When the Save button is clicked, the system displays the following message: Super Cluster has
been successfully created.
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Manage RG Clusters

Manage Super Cluster
C._ Suger Clustid has béen Successhully uen:pa_>
* ingicates required Selds | Create New |
Ko [Ea Super Cluster Code: (307 | Super Chuster Description: * (5,04
AN Chusters:

Code Descriptioa Selected Clusiers:

CA CAClusier [Add > Code Description

CA Committess CA Commithees

] CA SEPs CA SEPs
CA CA Cluster
| Datete
| Save || Reset |

Figure 127: Manage Super Cluster Screen Displaying Successful Message

When the Clear button is clicked a warning pop-up message appears. The warning message is:

Are you sure you want to leave this page? You have unsaved changes.

Windows Internet Explorer

=

Message from webpage:

You have unsaved changes

% Leave this page

< Stay on this page

L I

Figure 128: Warning Pop-up Message Screen

) Are you sure you want to leave this page?
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3. Perform one of the following options:

a. Click the Leave this Page button to cancel the changes.
b. Click the Stay on this Page button to continue editing.

4. To create another Super Cluster, click the Create New button and repeat the steps above.

8.4 Manage Cluster Components

1. To add an IC Committee to the Components, select the appropriate check box and click the

Add button .

AllC Committees:
IRGISRG

ACDC
ASAP
BP
BSA
BIAA
BSAB
CACS

Flex
IAI:II:I:=~ l
P

CAl

~

CAK
CAM

DD@DDDDDDD

b4

Add as SEP =

Figure 129: All IC Committees Section on Manage Cluster Components Screen

2. To add an IC Committee as a SEP, select the appropriate check box and click the Add as

SEP button .
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IRG/ISRG
ACDC
ASAP

0o

ﬁ
m
¥
1=

BSAA
BSARB
CACS
CAl
CAK
CAN

N I O I

AllC Committees:

Flex

Add =

-

@d as SEP =

e

iy

Figure 130: All IC Committees Section on Manage Cluster Components Screen

The system adds the IC Committee and/or the SEP IC Committee to the Components list.
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Components:
SRG Flex SRA Flex SEP Defer

[] ZCA1 SRLB 1 e

[] ZEAT RTRBE H ) &
[] ZCAT SRRB 9 )

[] ZCA1 SRRB u o

[] ZCAT RPRE L )

[] ZCA1 RPRB w0

[] ZCA1 RPRB MO

[] ZEAT RTRBE L )

[] ZCAT RPRE T )

[] ZCA1 RPRB 5 O

[] ZCAT RTRB E )

[] ZEAT RTRBE 2 )

[] ZCAT SRLB J )

[] cA ®)

[] ZCA1 BSA O i
Delete

Figure 131: Components Section on Manage Cluster Components Screen

3. To add a SEP, select the appropriate check box and click the Add button.
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SEPS:

SRA Des Flex
CMO

FAR
GRB
GRB
GRB
GRB
GRB
GRB
GRB
GRB

SREC 99 =

N T T - - T R Y S TR . IO Y

b

Dodgoodood

Figure 132: SEPS Section on Manage Cluster Components Screen

4. To add a SRC 99 to the Components, select the appropriate check box and click the SRC
99 button.

NOTE: Only one SRC 99 component can be created for a component.

SEPS:
SRA Des Flex
CMO Add =

FAR
GRB
GRB
GRB
GRB
GRB
GRB
GRB
GRB

SEC 99 =

i

b

}mmﬂ.p-r_uru\-_-.)_-.

000000 0Eg O

Figure 133: SEPS Section on Manage Cluster Components Screen

5. To indicate a component at SEP Defer, select the appropriate component’s radio button. See
the Components screen print.

The system adds the SEP and/or the SRC 99 to the Components list.
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Components:
5RG Flex SRA Flex SEP Defer
[] ZCAl RTRE H O
[] ZCA1 SRRB s O 8
] ZCAl SRRB u o
[] ZCA1 RPRB L O
] ZCA1 RPRB w0
[] ZCA1 RPRB MO
] ZCA1 RTRB L O
[] ZCA1 RPRB T 0
] ZCA1 RPRB 5 O
[] ZCA1 RTRE E O
] ZCA1 RTRB 2 O
[] ZCA1 SRLB J 0O
[] CcA ®)
[] ZCA1 BSA O
@_ ZCA1 CMO O j e
Delete

Figure 134: Components Section on Manage Cluster Components Screen

6. To delete an IRG Cluster Component, select the appropriate component’s check box and
click on the Delete button.
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Components:
SRG Flex SRA Flex SEP Defer

[] ZCAT RTRB H O

[] ZCA1 SRRE NS ~
[] ZCAT SRRE u O

[] ZCA1 RPRE L O

[] ZCAT RPRE W 0

[] ZCA1 RPRE M O

[] ZCAT RTRB L O

[] ZCA1 RPRE 7 0O

[] ZCAT RPRE 5 0O

[] ZCA1 RTRB E O

[] ZCA1 RTRB 2 0O

ZCAf SRLB I 0 )
" | O

[] ZCA1 BSA O

] ZCA1 CMO O v
[ | Delete |)

Figure 135: Components Section on Manage Cluster Components Screen
7. To save the changes, click the Save button.

The system displays the following message: Cluster has been successfully updated.

Manage IRG Clusters

Manage Cluster Components

¢ Cluster has been successfully updated

Figure 136: Manage Cluster Components Screen with Successfully Saved Message
8. To reset the changes made before saving, click the Reset button.

A warning pop-up message appears. The warning message is: Are you sure you want to leave this
page? You have unsaved changes.
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Windows Internet Explorer

..\'] Are you sure you want to leave this page?

Message from webpage:

You have unsaved changes

< Leave this page

< Stay on this page

E —

Figure 137: Warning Pop-up Message Screen

9. Perform one of the following options:

1. Click the Leave this Page button to cancel the changes.
2. Click the Stay on this Page button to continue editing.
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9 User Reports

AMS includes the following reports capabilities:

o All Users Report — Information on all users in your organization

« Inactive Users Report — lists user accounts that have been locked due to inactivity (note: for
internal users only)

o Deactivated Users Report — lists user accounts that have been deactivated by an
administrator (note: for internal users only)

To open the reporting functions, click the AMS User Reports tab.

The All Users Report screen opens. There are two versions of this screen, as shown below. The
version you see depends on the organization you belong to.

9.1 All Users Report Screen for External Users

All Users Report screen for Commons, external iEdison, and State Department users

AMS QVR ICAdmin Grants Management Pay Plan IMS Temms Management eRA Search ARA ACR CMTMGMT REV PGM FCOI
Manage Accounts  Maintain Profiles  AMS User Reports
All Users Report
_ All Users Report @
Inactive Users Report * Required information
Deactvated Users Report & Search Criteria
User Type
Commons, v
* Organization(s)
Roles @
Account Creation Start Date Account Creation End Date
-] -]

Figure 138: All Users Report Screen for External Users

Use this screen to run an All Users Report on external users.

The All Users Report button is preselected by default, as shown below. Follow the steps below to
launch the report.

R

1. Select "Commons" in the User Type field and set the search criteria in the other fields as
follows:
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2. Organization — This field displays your organization name. Service Desk agents, to select
an organization, begin typing its name or ID number in this field. The live search function
displays organization names as you type. When the one you want appears, scroll down and
click to select it, as shown below. (note: To select multiple organizations, hold the <Ctr[>
key as you click.) Note: This field is mandatory.

# Organization(s)

I university of califol ® l

Touro University of Califomnia - (10002757) ~

University of California at Davis - (577503)
University of California Berkeley - (1092501)
University of California Berkeley - (1092530)

University of California Davis - (1092504}

Figure 139: Organization field, external

3. Roles — Leave this field blank to report all user roles. To limit the report to one or more
user roles, click this field to open the drop-down menu or begin typing the name of a role.
The live search function displays roles as you type. When the one you want appears, scroll

down and click to select it, as shown below. (Note: To select multiple roles, hold the <Ctrl>
key as you click.)

Roles &

a

AA - Accounts Administrator
AD - Administrative Official
ASST - Pl Assistant

BO - Business Official

FCOH - Exiemal FCOI Officer

FCOI_ASST - Financial Conflict of Interest (FCOI) External Assistant role

4. Account Creation Start Date/End Date — Leave these fields blank to report all time
periods. To limit the report to a certain time period, enter a start date, end date, or start and
end dates. Enter dates in MM/DD/YY Y'Y format or click the calendar icon to select them
from the calendar.

5. When you finish entering search criteria, click Search to run the report. See Report Output
below.
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9.2 All Users Report Screen for Internal Users

All Users Report screen for Agency and iEdison Agency/ERL users

AMS  QVR ICAdmin Granis Management Pay Plan IMS Terms Management eRA Search ARA ACR CMTMGMT REV PGM FCOI
Manage Accounts Maintain Profiles = AMS User Reporis
All Users Report
_ All Users Report @
Inactive Users Report * Required information
Deactivaled Users Report & Search Criteria
User Type
Agency ~
# Organization(s)
Business Area
ALL
Roles &
Account Creation Start Date Account Creation End Date
& =}

Figure 140: All Users Report Screen for Internal Users
Use this screen to run these types of reports on internal users:

o All Users Report — Information on all users in your organization

o Inactive Users Report — for user accounts that have been locked due to inactivity (no
activity for 120 days)

o Deactivated Users Report — for user accounts that have been deactivated by an
administrator

9.3 All Users Report for Internal Users
Follow the steps shown here to run an All Users Report for internal users:

1. Click the All Users Report button:

All Users Report

Inactive Users Report

Deactivated Users Report

2. select "Agency" in the User Type field and set search criteria in the other fields as follows:
3. Organization — IC users, this field displays your organization name. Service Desk agents,
to select an organization, click this field to open the drop-down menu or begin typing the
organization name or two-letter code. The live search function displays organization names

as you type. When the one you want appears, scroll down and click to select it, as shown
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below. (Note: To select multiple organizations, hold the <Ctrl> key as you click). Note:
This field is mandatory for the All Users Report.

* Organization(s)
|

NIH - National Institutes of Health

AA - National Institute on Alcohol Abuse and Alcoholism

AG - National Instifute on Aging

-,

Al - National Inzfitute of Allergy and Infeclious Dizeazes
AM - Mat Inst of Arthritis, Diabetes, Digestive & Kidney Diseases

AD - Mational Institute of Allergy and Infectious Diseases

Figure 141: Organization field, internal

4. Business Area — This field defaults to "All" business areas (that is, all eERA modules and
systems). To limit the report to users of one or more business areas, click this field to open
the drop-down menu and scroll down and click to select a business area, as shown below.
(Note: To select multiple areas, hold the <Ctrl> key as you click.)

Business Area

ALL a
| |
O -
ADI-Agency Data

AES-Archive Exclusion System
ALL-Impac-ii System
ARA-Ara

CHECKLIST-Checklist e

Figure 142: Business Area field

5. Roles — Leave this field blank to report all user roles. To limit the report to one or more
user roles, click this field to open the drop-down menu or begin typing the name of the role.
The live search function displays roles as you type. When the one you want appears, scroll
down and click to select it, as shown below. (Note: To select multiple roles, hold the <Ctrl>
key as you click.).

Roles &

ADI_MANAGE AGENCY_DATA_ROLE - Allows user to have the ability to create, edit, and query Common Accounting Mumber (CAM) and Award Authorizafion data in the Agency Data
Integration/Manage Agency Data Application.

AGENCY_ADMINISTRATOR_ROLE - Provide AGENCY_ADMIMISTRATOR_ROLE approval of a pay plan.
AGENCY_GM_CHECKLIST_ADMIN - A role that allows user to administer the Checklist system as an Adminisfrator at the Agency Level for GM questions
AGENCY_PROGRAM_CHECKLIST_ADMIN - A role that allows user to administer the Checklist system as an Administrator at the Agency level from Program Cuestions

CIMS_USER_ROLE - For CIMS (1632) system confract uzers who have access to IMPACII accounts. This role allows uzers fo modify a confract and ereate, update, and delete a contract
project. This role also allows users to provide feedback in the Project Review System, to upload VIDL data, and to manage contracts in the CIMS (1658) system, in addition to accessing the hd
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Figure 143: Roles field

6. Account Creation Start Date/End Date — Leave these fields blank to report all time
periods. To limit the report to a certain time period, enter a start date, end date or start and
end dates. Enter dates in MM/DD/YYY'Y format or click the calendar icon to select them
from the calendar.

7. When you finish entering search criteria, click Search to run the report. See Report Output
below.

9.4 Inactive Users Report
Follow these steps shown below to run an Inactive Users Report for internal users:

1. Click the Inactive Users Report button, as shown below

All Users Report .
Inactive Users @

Inaciive Users Report # Required information

Deactivated Users Report @ Search Criteria

User Type

Agency w

Organization|s)

#* Number of Days Inactive:

2. The User Type field is automatically set to "Agency." Enter search criteria in the other
fields as follows.

3. Organization — For IC users, this field displays your organization name. Service Desk
agents, by default the search will include all organizations, but to limit it to one or more
organizations, click this field to open the drop-down menu or begin typing an organization
name or two-letter code. The live search function displays organization names as you type.
When the one you want appears, scroll down and click to select it. ( to select multiple
organizations, hold the <Ctrl> key as you click). Note: This field is optional for the Inactive
Users Report.

4. Number of Days Inactive— Enter the minimum of days of inactivity for users to be
included in the report. Note: After 120 days of inactivity, the system will automatically lock
the account.
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When you finish entering search criteria, click Search to run the report. See Report Output
below.

9.5 Deactivated Users Report
Follow the steps shown below to run an Deactivated Users Report for internal users:

1. Click the Deactivated Users Report button, as shown below.

il Users Regart Deactivated Users Report @

Inactve Users Report
& Search Criteria

Deactivaled Users Report
User Type

Agency

Organization|s)

Account Deactivation Start Date Account Deactivation End Date

Search Clear

2. The User Type field is automatically set to "Agency, but enter search criteria in the other
fields as follows.

3. Organization — For IC users, this field displays your organization name. Service Desk
agents, by default the search will include all organizations, but to limit it to one or more
organizations, click this field to open the drop-down menu or begin typing an organization
name or two-letter code. The live search function displays organization names as you type.
When the one you want appears, scroll down and click to select it. ( to select multiple
organizations, hold the <Ctrl> key as you click). Note: This field is optional for the
Deactivated Users Report.

4. Account Deactivation Sart Date /End Date — By default the report returns all deactivated
users, but too limit the report to users who were deactivated during a certain time period,
enter a start date, end date, or start and end dates. Enter dates in MM/DD/YY Y'Y format or
click the calendar icon to select them from the calendar.

5. When you finish entering search criteria, click Search to run the report. See Report Output
below.
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9 Report Output

9.6 All Users Report

To run the All Users report, click the All Users report button and enter search criteria as described
above. When you click the Search button for the All Users report, the report output displays.
There are two versions of this report, as shown below. The version you see depends on the
organization you belong to.

All Users Report output for Commons, external iEdison, and State Department users.

an MS Ters Managemend €54 Seach ARA ACH CMTMGMT REV PGM FOO
All Users Report @
naclive Users Report % Regaed inkematon
Deatikaien Users. Report © Saarch Criania
Search Results
Shawing 1 - 10 of tatal 5395
Filtee: =
[{ EsporitcEwcel  [@ Eaporlto POF
Account Creaticn Last Lagin
User ID = AEas UseriD = Hame = Date * Date * Roles & Afflatons =
Dais BT pasizgn D, sty 0110720 FUAINEE - tinkersky of Caifomia Berkalay
srume runa Barers st
o nRTOSE ez, Du-
P e [Ty 0450630
wwLsass [T s ke
- - Varteh Tnem 0144010 ap1s1z08
BE-4508
snzer ueress sstee 20150409 o Cablornia Beckaiey
Hadinsk e inze, Trek 0150601 CAADL T - Umbsersiy o Caitomia Brrkity
LR arEzes R 0180827 220620 FOSTOOC Calkoria Berkiey

Figure 144: All Users Report output for external users

All Users Report output for Agency and iEdison Agency/ERL users. .
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xTrain  AMS | eTA OVR ICAdmin Grants Management RCDC Grants Closeou! ITP FOA IMS eRA Search RR ARA ACR CMTMGMT REV PGM FCOl IPF ICO MCS
CIMS (1688) THMS

Manage Accounts Manage IRG Clusters  Maintain Profiles | AMS User Reports

All Users Ry
AllUsers Report

Inaciive Lisers Report
@ Search Criteria

Zearch Results

Ahaaing 1 10 ol el LAE

[ FureetanPoed [ Frpodton FOF

Niten

Account
Busingss Creation
User ID “  Name % Primary Org S+ Area % Date % Roles & Affiliations E
ADAMSG Adams, Ca - National Cancer FACTS 201540902 ANM_OPERA_ADMIN_ROLE
; Institut
Comer e EADS READ _ENV ROLE
Read Mare
ADAMEM Adams, QD - Ofice of the Direclor, FACTS 2015-08-02 AN _CFERA_ADMIN_ROLE
Ik MNational Instiutes of
Morticia fonal Instiies o COMMONS_OFM_ROLE
Health _OFM_

Read More

Figure 145: All Users Report output for internal users

9.7 Inactive Users Report
Note: This report is only available for internal users.

When you click the Search button for the Inactive Users report, the report output displays, as
shown here.
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User Type

Agency

Roles &

Search

User 1D

 Required information
@ Search Criteria

 Organization(s)

Business Area

ALL-Impac-ii System

Clear

Search Results

SEBASTIAN_IMS
SEBASTIAN_IMS
SEBASTIAN_IMS
SEBASTIAN_IMS
SEBASTIAN_IMS
SEBASTIAN_IMS

SEBASTIAN_IMS

All Users Report @

NIH - National Institutes of Health
AA Nalona\ In*((u(a on -\|I:’Jhtl| Abuse and Alcoholism
AG - Nation
Al - Nat: Dnal \nﬂ tute Df—\l\erg, and Infectious Diseases

Account Creation Start Date

Alias User ID

SEBASTIANMT

SEBASTIANMT

SEBASTIANMT

SEBASTIANMT

SEBASTIANMT

SEBASTIANMT

SEBASTIANMT

e AGENCY_ADMINISTRATOR_ROLE approval of a pay plan

Name Primary Org

Sebastian, Martin GM - Nafional Insfitute of General Medical Sciences
Sebastian, Martin GM - National Institute of General Medical Sciences
Sebastian, Martin GM - National Institute of General Medical Sciences
Sebastian, Mariin GM - Nafional Insfitute of General Medical Sciences
Sebastian, Marfin GM - National Institute: of General Medical Sciences
Sebastian, Mariin GM - Nafional Insfitute of General Medical Sciences

Sebastian, Martin GM - Nafional Insfitute of General Medical Sciences

I_CHECKLIST_ADMIN - A role 1h<.[ allows user fo administer the Checklist system as an Adminisirator al the Agency Level for GM questions
-\GENC| PROGR,-\M CHECKLIST_ADMIN - A role that allows user to administer the Checkiist system as an Administrator at the Agency level from Program Questions

Account Creation End Date

Secondary Business Account Creation
org Area Date

ALL 2015-09.02

ALL 2015-09-02

ALL 2015-09-02

ALL 2015-09-02

ALL 2015-09-02

ALL 2015-09-02

ALL 2015-09.02

Last Login
Date

2016-08-13
2016-08-18
2016-08-18
2016-08-13
2016-08-18
2016-08-13

2016-08-13

>

ADI_MANAGE_AGENCY_DATA_ROLE - Allows user o have the ability to create, edit, and query Common Accounting Number (CAN) and Award Authorization data in the Agency Data Integraion/Manage Agency Data Application.
r-\GE"wc ADMIN\STRATER ROLE - Provi

>

Roles & Affiliations

GM_MANAGER_ROLE - Al - National Institute of Allergy and Infectious
GM_MANAGER_ROLE - AG - National Instute on Aging
GM_MANAGER_ROLE - DA - National Institute on Drug Abuse
GM_MANAGER_ROLE - DC - National Institute on Deafness and Other
GM_MANAGER_ROLE - DK - National Insfitute of Diabetes and Digesti
GM_MANAGER_ROLE - DS - Division of Safety

GM_MANAGER_ROLE - EB - Nafional Institute of Biomedical Imaging 2

Figure 146: Inactive Users Report output

The report includes the following columns: User ID, Alias User ID, Name, Primary Org,
Secondary Org, Business Area, Account Creation Date, Last Login Date, Roles and Affiliations.

9.8 Deactivated Users Report

Note: This report is only available for internal users.

When you click the Search button for the Deactivated Users report, the report output displays, as
shown here.

Al Users Report

Deactivated Us

Inactve Users Report

eport

Deactivated Users Report @

® Search Criteria

Search Results

Filter
UserID ~ Aliss UserID ~ Name
4ATGIF_EDI ATGIF_EDI Damon, Johnny.
_JANEDOE_EDI JANEDOE_EDI Unknown_EDI
AARON_EDI ARON_EDI Unknown_EDI
AaS_TESTING AS_TESTING oz, David
AASHCRAFT_EDI ASHCRAFT_EDI arines, Feéro
AAYAYLEDI AvAY_EDI Fouke, Keith

ACCT_DELETIONt CCT_DELETION Unknown_EDI

ACCT_DELETION2 CCT_DELETION Unknown_EDI

ACCT_DELETION3 CCT_DELETION Unknown_EDI

ACCT_DELETIONS CCT_DELETION Unknown_EDI

3

o
2

2
8

B

o
2

o
2

B

D-

H-

Primary Org
- National Genter for Research Resources
- i Force Offce of Scienc Research

Eunice Kennedy Shiiver National Instiute of Chid Health & Human Development

~National Cancer Insttute.

National Instues of Health

- Ay Medical Research and Materiel Command
- Wational Insttute on Alcohol Abuse and Alcoholism

~National Cancer Insttute.

~National Cancer Insttute.

- National Insttute on Alcohol Abuse and Alcoholism

Showing 1 -10 of otal 1,434

@ ExporttoExcel [ Exportfo PDF
escvton
~ iy~ b~ Doty Cors -
womon wescm Oxsnasacie sty
st e [r———
By
e
st wescm =

Figure 147: Deactivated Users Report output
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The report includes the following columns: User ID, Alias User ID, Name, Primary Org,
Secondary Org, Account Deactivation Date, Deactivated By, Comments.

9.9 Navigating the report output
These tips for browsing, filtering and exporting the report output apply to all report types.

The report output displays include the controls shown here.

Search Results

Eoming 1 - 10 of rotal 5,335

[ EmpoiwoEncsl  [E Expor o POF

Filter:

Aotount Creaticn Last Lagin
User I = ANas UserD * Hame = Date * Date = FRoles & Afflatons -

o To filter the report, type some text in the Filter field, such as a name. All instances of the
filter text in the report output will be highlighted in yellow, as shown below:

Filter; train

Account Creation Last Lagin

Date * Date ¥ Roles & Affiliations

2011-07-20 TRAINEE - University of California
2013-05-02 TRAINEE - University of California
2014-04-02 2015-06-20 TRAINEE - University of California

o To adjust the number of records displayed, select a number in the Show per page drop-
down menu.
« To navigate the report pages, click a Page Number or use the left and right arrow buttons.

o To re-sort the report columns in ascending or descending order, click the up/down arrows in
the column headers.
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« To export the report output as an Excel spreadsheet or PDF, click the appropriate Export
button, shown here:

Export to Excel Export to PDF

o Export to Excel

When you click this button, an open-or-save dialog opens, as shown here.

Do you want to open or save AMS Reports - Deactivated Users.xlsx (598 KB) from apps.test.era.nih.gov? Open Save > Cancel

Click Open to open the report data in Excel. A new Excel window opens Go to it and
click the Enable Editing button in the yellow bar at the top of the worksheet, then work with the
spreadsheet as usual.

o Export to PDF

Click this button to save the report as a PDF file. A save dialog opens. Choose a location and save
the file.
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10 eMail Notifications

There is an automated nightly job that checks the date that internal NIH users last accessed the
system and takes the following actions:

1. Ifthe user has not logged into an eRA module for 120 days, the account status is set to
Inactive.

2. If the user account was created more than 120 days before and the user has never logged in,
the account status is set to /nactive.

The following email notifications are sent to the account owner:

o Reminder Notice — sent 4 weeks, 2 weeks, and 1 day prior to deactivation

¢ Notice of Deactivation — sent when the account is deactivated

There is a column in the search results’ hit list titled Recertification Date so that users can re-
certify the user accounts to be active for an extended period of time.
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11 Logging Out of Account Management System (AMS)

To log out of the Account Management System (AMS), click the Logout button at the top right
corner of the any main Manage Accounts screens.

& Userinfo~ @ Help % ContactUs = Lngch

Figure 148: Logout Button
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12 Error Messages

12.1 Search Account Error Messages

No records are found

No results match the provided search criteria. Here
are several error resolution suggestions. Try to
broaden your search by adding more search
parameters. Create an account.

Search results exceed 500 records

Maximum number of 500 results exceeded. Please
try to limit your search by adding more search
parameters.

Data is not entered in one additional field
besides User Type

You must enter at least one search field, in addition
to User Type.

Only one character is provided in the Last
Name field

Last name should be 2 or more characters long.

Less than 3 characters are entered in the
User ID field

User ID, should be 3 or more characters long.

Table 3: Search Account Error Messages

12.2 Validate Certificate Errors

The browser call did not go through to the
certificate provider

The appropriate browser error is displayed.

The browser call does go through to the
certificate provider, but the mapping does
not exist.

Validation is successful but certificate mapping
does not exist for the user.

The browser call does go through to the
certificate provider, but the mapping is
incorrect.

Validation is successful but the certificate mapping
does not match the user entered details.

Table 4: Validate Certificate Screen Errors

Error Messages
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12.3 Create Account Errors

You do not have sufficient privileges to grant
(FACTS_SDC MGR_ROLE) to this organization
(United States).

An attempt to create a FACTS account
without the appropriate privileges.

Table 5: Create Account Errors
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