Account Management System
(AMS)

Version 1.15.01.0
Release Notes

New Features

Certificate Validation for Creating/Modifying System Accounts is now
Available

System accounts can be created via the Commons — Account Management System (AMS) and
via the User Administration (UADM) module. The following certificate system validation
enhancements are available:

e A new Validate Certificate screen is provided for uploading certificates to the browser
e Ability to verify installed certificate
e Ability to acknowledge the system/certificate account creation/modification
Validate Certificate Screen
The new Validate Certificate screen can be accessed for the following conditions:
e Creating a new system account via the Create Account screen

¢ Modifying the Certificate Serial Number or the Certificate Provider/Authority via the
Modify Account screen

Create Account Screen

There is an Agreement check box with the following text that displays on the Validate
Certificate screen: | am aware of and understand my responsibilities in providing the
information pertaining to this system account.

If the Agreement checkbox is not checked and the Save button is clicked, the system displays
the following error message: The agreement has not been accepted. Please accept the agreement
by checking the checkbox. (ID: 206109)

NIH eRA System Account Management System (AMS) Release Notes 1
February 19, 2015



Create Account ®

Personal Infermation

= User Type System -
= Organization asdfascf L%

* Certificate Owner GE0 Trust

* Certificate - -
Provider/Authority GeoTrust Cenrtificate Authority v

= Certificate Serial Numher 63:86:63:40

Contact Information (List the person who can be contacted for the systam account)
“ First Name Snidely
Middle Name
“Last Name “Whiplash
“ E-mail eRATest@mail nih gov

= Confirm e-mail eRATest@mail.nih.gov

= | arn aware of and understand my responsibilities in providing the infarmation pertaining to this system accnunD

Role Organization Action
ACCESS_DOC_UPLOAD_SERv & ACF/Administration for Children and Families LY Add

[Cantact Us | Privacy Act Staternent | Accessibility | Disclaimer]

»
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Bethesda, Maryland 20802 N Screen 1d: AMSOD0Z @1114 GRANTS.GOWVY
Version 11501 FINDG. APPLY. BUGGEED.

Figure 1: Create Account Screen Displaying the Agreement Checkbox and Text Message

When an account is created, the system displays the Create Account Confirmation screen with
the following message: NOTE: eRA would like you to go through a certificate validation
procedure to ensure your certificate works with eRA systems as designed.

The Validate Certificate button can be clicked to perform the certificate verification. If the
Continue button is clicked, the system returns to the Search Account screen.
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Create Account Confirmation

Account was successfully created. Validate Certificate

Note! eRA would like you to go through a cerificate validation procedure to ensure your ceriificate works with eRA systems as designed
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Figure 2: Create Account Confirmation Screen Displaying the Validate Certificate Button
Modify Account Screen

When the Certificate Serial Number or the Certificate Provider/Authority fields are modified
and saved, there is the ability to validate the certificate by clicking the Validate Certificate
button.
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Modify Account ®

Personal Information

= User Type | System

= Organization

= Certificate Owner G0 Daddy

* Certificate
Provider/Authority G0 Daddy Certificate Authority -

= Certificate Serial Number D8:11:43:40 ' alidate Certificate .

Contact Information (List the person who can be contacted for the system account)
* First Name James

Middle Name
*Last Name Eond
= E-mail eRATesti@mail.nih.gaov

= Confirm e-mail eRATest@mail nin.gov

Role Organization Action
ACCESS DOC UPLOAD SERY Delete
e, e, Add

[ Contact Us | Privacy Act Staterment | Accessibility | Disclaimer ]
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Figure 3: Modify Account Screen Displaying the Validate Certificate Button

When the Validate Certificate button is clicked from either the Modify Account or the Create
Account Confirmation screens, the Validate Certificate screen displays instructions for the
different browsers (i.e. Internet Explorer, Firefox, and Safari, etc.) for uploading a certificate file.

NIH eRA System Account Management System (AMS) Release Notes 4
February 19, 2015



€ - Webpage Dialog | — T — =
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Validate Certificate

Certificate Number: 01:02:03:04:05:06:07
Certificate Provider: GO_DADDY L

NOTE! If your certificate was not previously uploaded, please follow i
IV instructions below to upload certificate key file to brower. ||
* Do not close browser window until all instructions are complete.

m

= If instructions are for a specific browser require you to restart the browser,

|I please do so.
I I
To Import a Certificate to Browsers N
I Please follow instructions below to upload certificate file to browser.
For Windows IE:
| il
1. Open Tools {
i 2. Open Internet options _ L
https:// public.test.era.nih.gov/ams/jsp/account/validate Certificate.jsp? certMurn=01:02 € Local intranet | Protected Mode: Off %
Figure 4: Validate Certificate Screen Displaying Browser Instructions
When the Validate button is clicked, the system performs the certificate validation. The
following system errors can display:

1. If the browser call did not go through to the certificate provider, the appropriate browser
error is displayed.

2. If the browser call does go through to the certificate provider, but the details of the
uploaded certificate do not match the details entered in AMS, then the following error
message is displayed: Warning! - This certificate works with eRA systems correctly, but
certificate details you entered in the account do not match information in the certificate
you are trying to validate. Certificate information in the account must match the
certificate you are trying to validate.

If there are no validation errors, the system displays on the Validate Certificate screen the
following success message: Success! Your certification works with the eRA systems as expected.
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SV Webpage Dislog L —— &
Validate Certificate

Certificate Number: 27 D7 CF 801278 FE
|| Certificate Provider: GO_DADDY "

© SUCCESS!

Your cerificabe works with the e syslems as expecied

It you see one of these messages. "Successt or Warningl', follow instructions in the message. If vou
see any other error, check if vou uploaded the correct cantificale

ITyou need addiional help, please contact eRA Help Desk

Figure 5: Validate Certificate Screen Displaying Successful Validation Message

The following audit information is stored in the database.
o Certificate Number — Certificate Number that was entered during validation
e Certificate Owner — Owner of the certificate in the certificate file that was uploaded
e Time of Validation — Format: DD/MM/YYYY HH:MM:SS
e Result of Validation Attempt —
0 Success
o Validation is successful but the certificate mapping does not exist

o Validation is successful but the certificate details do not match the user entered
details

Please refer to the following mini user guides for information on working with system accounts:

e Commons Users — http://era.nih.gov/files/Manage Sys Accts ext userguide.pdf

e Agency Users — http://inside.era.nih.gov/files/Manage System Accts user guide.pdf
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