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 Internet Assisted Review Focus Group


Date:
April 1, 2002

Time:
1:30–4:00 p.m.

Location:
NGIT, Fourth-Floor Conference Room

Chair:
Eileen Bradley

Chair:
Tracy Soto

Next Meeting:
April 8, 2002, 1:30–4:00 p.m., NGIT, Fourth-Floor Conference Room

Action Items

· (Tracy Soto) Reschedule the IAR Focus Group meeting for the week of April 22.

· (Mitretek Security group) Provide correct wording for a user agreement. This wording should be one that will be used throughout the eRA project for all appropriate modules.

· (Daniel Fox) Add a user agreement on the “Create Your IAR User Account” screen.

· (Mitretek Security Group) Supply Daniel Fox with the security requirements for importing files.

· (Mitretek Security Group) Provide Security recommendation for all aspects of IAR to be included in the Security section of the Scope Document.

· (All) Review the simple reminder regarding human and animal subject data entry for the Upload Critique & Preliminary Score screen and send edits and changes to Tracy Soto before the next meeting.

· (Tracy Soto) Combine all suggestions and edits regarding the simple reminder regarding human and animal subject data entry for the Upload Critique & Preliminary Score Screen and bring a final draft to the next meeting.

· (Roy White) Draft the registration email, which will be automatically sent to Reviewers, that includes registration URL, SRA name, address, and phone number. The email should also alert them to locate other correspondence for person_id required for registration.

· (Neal Musto) Draft a letter/report that will be sent (faxed or mailed or information provided via phone) to the Reviewer to provide them their person_id required for registration.

Eileen Bradley announced that the Review Users Group (RUG) will meet on April 22. This group’s meeting for April 22 is cancelled and will be rescheduled.

Action:
(Tracy Soto) Reschedule the IAR Focus Group meeting for the week of April 22.

Eileen introduced two people from Mitretek—Mark Buchen and Sidney Gibson—who will present the federal regulations regarding security and work with the group to integrate these regulations into the registration requirements for the IAR module.

Registration

Tracy Soto reviewed the considerations for developing requirements for IAR registration:

· IAR will be accessible to the outside world

· Additional security concerns must be addressed

Proposed Registration Method

· Send Reviewer email with registration site URL containing embedded identifier (specific to each Reviewer)

· Reviewer clicks on URL to access site

· Reviewer enters an identifier known to them

The current procedure used by NIAID’s ER system was discussed. NIAID provides the SRA with login information for each of their Reviewers and the SRA provides it to the Reviewer either via phone, email or included in their Review Meeting mailing package sent via postal mail or Federal Express. This method doesn’t meet eRA security guidelines because only the Reviewer should know their account information. Also, username and passwords shouldn’t be sent via email. An unintended recipient could intercept the email and log into the system.

At this point, Mark Buchen discussed the issues of security. The purpose of implementing a secure system is to protect intellectual property and to have a way to trace users in the event of a system break-in. He said that the only issue regarding security for the IAR system at this point is finding a system-generated, unique ID for each Reviewer to prove that the person who logs into the system is who s/he says s/he is. This information should be something the Reviewer already knows or something that would be sent separately from the registration URL.

A long discussion ensued during which many possibilities for unique IDs were discussed, including the use of social security numbers. The outcome of the discussion was the following proposal, which includes sending the unique ID through USPS, fax, special delivery or phone:

1. System automatically emails URL for meeting to Reviewer.

2. SRA sends unique ID to Reviewer through USPS, fax, special delivery or phone.

This satisfies Federal legislation requirements for a minimum of two of the three factors for valid identification: have something (paper copy of meeting URL) and know something (unique ID).

Proposed Registration Method continued

· IAR validates that the identifier entered is linked to the Reviewer

· Reviewer creates User Name, Password, selects a question and enters an answer

It was agreed that there would be four questions to prompt the Reviewer for a unique password. Subsequently, if the Reviewer forgets the password but picks the right question, s/he can enter a new password.

· Reviewer logs in to use IAR

Sample Screens

The group reviewed the following sample screens, which reflected the changes decided at the last meeting.

Registration—Account Creation Sample Screen

· Added the institution name next to the Reviewer name.

New Changes

· Change the statement in parentheses under Reviewer name from (if you are not John Smith, return to the previous screen to try again or click here) to (if you are not John Smith, click here)
· Password: it was agreed to add a pull-down menu of four password questions in case Reviewer forgets password. A hint should be added to instruct users to only use one-word answers.

Mark Buchen said that there must be a user agreement, which would appear after the initial logon and authentication.

Action:
(Mitretek Security group) Provide correct wording for a user agreement. This wording should be one that will be used throughout the eRA project for all appropriate modules.

Action:
(Daniel Fox) Add a user agreement on the “Create Your IAR User Account” screen.

Registration—Internet Assisted Review—Log on

· Add “Click here if you forgot your password”

· Add “Call the eRA Helpdesk if you don’t know how to contact your SRA.” (p. 10 of handout)

Resetting a Forgotten Password

· Delete IAR—Password Reset Form screen (p. 13 of handout)

· Change “Please enter a Password of your choice.” to “Please enter a new Password of your choice.”

Note: Requirements for passwords are not yet defined.

IAR—Upload Critique and Preliminary Score screen

There are security requirements for importing files, according to Mark Buchen, that must be incorporated into this action.

Action:
(Mitretek Security Group) Supply Daniel Fox with the security requirements for importing files.

Requirements

The specific requirement changes for each section can be found in the revised Scope Document, including the changes in the release version and status (MuSCoW). These minutes reflect only the discussion and action items related to changes in these requirements. 

Release Meeting to IAR/IAR Control Center, 5.2

	No.
	Requirement
	Comments

	17
	The IAR Control Center should allow SRA/GTA to toggle show/hide preliminary scores from all Reviewers in IAR. If scores are hidden, Reviewer would only see scores they’ve entered.
	The default will be that reviewers see all raw scores.

It is a Must for the first version.

	25
	The IAR Control Center must allow SRA/GTA to trigger an email with a customized registration URL (embedded with unique reviewer identifier) to individual Reviewers.
	Agreed to this changed requirement.

	33

(new)
	Add a report or letter to the Reviewer to provide them with their person_id (unique identifier) required for registration.
	This is a new requirement.

This letter will be sent out by the SRA to Reviewers.

Neal Musto will draft a letter.


Action:
(Roy White) Draft the registration email, which will be automatically sent to reviewers, that includes registration URL, SRA name, address, and phone number. The email should also alert them to locate other correspondence for person_id required for registration.

Action:
(Neal Musto) Draft a letter/report that will be sent (faxed or mailed or information provided via phone) to the Reviewer to provide them their person_id required for registration.

Critique Upload Screen—Special Criterion Reminder

Brian Wojcik circulated a draft of the simple reminder regarding human and animal subject data entry for the Upload Critique & Preliminary Score Screen. The group was asked to review the reminder this week and send suggestions and edits to Tracy, who will prepare a final draft for review at the next meeting.

Action:
(All) Review the simple reminder regarding human and animal subject data entry for the Upload Critique & Preliminary Score screen and send edits and changes to Tracy Soto before the next meeting.

Action:
(Tracy Soto) Combine all suggestions and edits regarding the simple reminder regarding human and animal subject data entry for the Upload Critique & Preliminary Score Screen and bring a final draft to the next meeting.
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Bradley, Eileen, CSR

David, Tracey, CSR

Filina, Anna, NGIT
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Levy, Adam, NGIT
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